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Customer support

You can obtain technical support by contacting Customer Support by telephone or e-mail. We are available
24/7/365.

Please send an e-mail to: HCS-CustomerSupport@harman.com OR

Call us at +1 214 396 0493 or US Toll Free Number +1 855 394 1543
HARMAN

A SAMSUNG COMPAMNY
‘\\____,‘4/'
Before contacting Harman International support

Please gather the following information and have it ready. This will help us service your request
immediately:

o HARMAN channel version for each module being used

Sequence of events leading to the issue
o Error messages received along with the time and date that you received them

e Environment details (number of transmitters, type of transmitters, number of endpoints, Operating
System from servers and endpoints, Database version)

e Details about the problem
e Screenshots of errors

e Attachments of relevant logs and configuration files

HARMAN Digital Transformation Solutions


mailto:HCS-CustomerSupport@harman.com

API Guide 4.2.5

Customer Feedback

We are striving to improve our documentation quality and we appreciate your feedback. Email your opinions
and comments to HCS-CustomerSupport@harman.com

HARMAN Support

Visit the HARMAN Support Center for End User License Agreements, software downloads, product
documents, product licenses, troubleshooting tips, service requests, and more.
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About This Book

This preface describes the:
e Scope of this document
¢ Intended audience
e Related documents

About This Book

This document shows you how to use the HARMAN Media Suite API to develop applications that allow a client
programmable access to the HARMAN Media Suite System products.

Intended Audience

This document is written for application developers. This document assumes that you are a developer, that you
have a basic understanding of how applications are developed in your environment, and that you have a
functional understanding of both HTTP and XML. Familiarity with Representational State Transfer (REST)
architecture and principles is helpful, but not required.

HARMAN Media Suite API Developer Content

The HARMAN Media Suite API Developer Content.zip file includes:
e WADL Files - The Web Application Description Language (WADL) files that are the basis of this API.
e XSD Files - The referencing XML Schema files for the API.
e mediasuite_apidev_us.pdf - The HARMAN Media Suite APl Developer's Guide.

Related Documents

While planning, developing, deploying, or troubleshooting your application, you may need to reference other
documents, listed below.

e Admin guide

When cross domain support is needed, please refer to this admin guide to set CORS.

HARMAN Media Suite Systems documents

Since this API gives you programmable access to the HARMAN Media Suite system features, you may wish
to reference documents about those systems.

Documents from the HARMAN Media Suite system documentation sets provide additional information about
administering those systems. To access the documentation set, please contact HARMAN Support Center.

HARMAN Digital Transformation Solutions
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Getting Started

Understanding Basic Concepts

The HARMAN Media Suite REST API enables you to programmatically manage portal resources by
sending HTTP requests or calls to the Media Suite system, and receive requested information back for
processing by your application.

Protocols and Methods

Protocols

HTTPS port: 443
HTTP port: 80

Methods

The APl is a Representational State Transfer (REST) API. The core messaging technology is HTTP and you
can use the programming language of your choice to communicate with the API. Use RESTful HTTP
methods such as GET, POST, PUT, and DELETE combined with unique URLs to access portal data or
resources.

Recommendation
For API versions, if there are multiple versions for one function, the latest version is recommended.

If load balancer, like F5, is deployed, use the Center IP address or FQDN to compose the APl URL.

Exception Handler

The REST API supports exception handler, if a called API throws an exception, the exception handler will
catch it, and then throws into relevant business exception. The following are some status code that may be
returned by an API

Table 1 Response Code

Status Code Description
200 OK The request has succeeded.
204 No Content The request is processed, but no content is returned.

HARMAN Digital Transformation Solutions



API Guide

4.2.5

Status Code

Description

400 Bad Request

The request document is not well formed or is invalid according to
its schema.

401 Unauthorized

No login credentials are supplied, or the supplied credentials are invalid.

403 Forbidden

The user's roles do not grant sufficient privileges to invoke the
method. 403 may also be returned when the API license is not

404 Not Found

The URL does not resolve to a valid resource.

409 Conflict

This is used to capture exceptions caught and handled by the Media
Suite that do not fall under the rest of the HTTP Codes.

412 Precondition Failed

The request contains an E-Tag header that does not match the
current E-Tag of the resource.

422 Unprocessable Entity

The request sends an entity but it cannot be processed correctly.

423 Locked

The source is locked. For example, the user was locked, which cause the
token could not work.

428 Precondition Required

The request does not contain an E-tag in the message body or in the
header.

500 Internal Server Error

An error occurred on the server that is not related to any problem with
the request.

Typically, this status code will only be returned because of a server
defect or misconfiguration.

HARMAN Digital Transformation Solutions
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Login

This API shall return the token of a specific user, and the token is the pre-requisite of other APIs

URL

https://HOST:443//api/rest/login
Http Method: POST

Input
Type Key Mandatory Value/Description
application/vnd.plcm.plcm-csc-
logininfo+json
content-type Yes or
application/vnd.plcm.plcm-csc-
logininfo+xml
Header
application/vnd.plcm.plcm-csc-
ticket+json
Accept Yes or
application/vnd.plcm.plcm-csc-
ticket+xml
userName Yes Refer to Object LoginInfo
Body
password Yes
Output
Refer to Object PlcmLoginResult
Example
Request:
String type = "application/vnd.plcm.plcm-csc-logininfo+xml";

String acceptType = “application/vnd.plcm.plcm-csc-ticket+xml”

String url = "https://" + server + "/api/rest/login";
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HttpPost request = new HttpPost (url);
request.setHeader ("content-Type", type);
request.setHeader ("accept", acceptType);
try {
LoginInfo loginInfo = new LoginInfo();
loginInfo.setUserName (userName) ;

loginInfo.setPassword (password) ;

XmlResolverUtil resolver = new XmlResolverUtil () ;
String xmlbody = resolver.marshall (loginInfo);

StringEntity input = new StringEntity (xmlbody) ;

input.setContentType (type) ;
request.setEntity (input) ;

Response:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<plcmLoginResult>
<user>
<userld>admin</userld>
<fullName>Administrator</fullName>
<role>ADMIN</role>
<status>ACTIVE</status>
<isOnline>false</isOnline>
<description>admin</description>
<loginPassword></loginPassword>
<loginName>admin</loginName>
<createTime>0</createTime>
<passwordUPTime>1540280258996</passwordUPTime>
<email>john.shen2@harnman.com</email>
<userType>local</userType>
<groups>
<group>
<groupld>all-user</groupld>
<groupType>LOCAL</groupType>
<groupName>all-users</groupName>

</group>

HARMAN Digital Transformation Solutions
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</groups>

<luser>

<token>6fd94a6¢c72844a05b3fc48b59c8be96d1544176809852</token>

<sessionTimeout>30</sessionTimeout>

<passwordStatus>0</passwordStatus>

</plcmLoginResult>

Calling

Start dial out call Version 1

URL

https://HOST:443/apilrest/calls
Http Method: POST

4.2.5

Input
Type Key Mandatory Value/Description
Authorization Yes fs)?rliginJrAfgll(en received
application/vnd.plcm.plcm-
recording-info+xml or
Header content-type ves application/vnd.plcm.plcm-
recording-info+json
application/vnd.plcm.plcm-
. acceot Yes recording-info+xml or
Input P application/vnd.plcm.plcm-
parameter recording-info+json
address-type Yes
Ves f The attributes listed here
es for
: . of the Body are needed
SB;):y (For detal, vrr-id :\tlac?rdmg for the API, and other
. o for attributes of
PlcmRecordinginfo) playback PlcmRecordinginfo are not
mandatory.
target-address Yes
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Type Key Mandatory Value/Description
No for For details, refer to the
i recording description of Object
isPlaybackNow No for PlcmRecordinginfo
playback
Output
Status L
Type Code Key Description
recording-id The call Id

Basic attributes for the
response (For detail, see
PlcmRecordinginfo)

200

live-streaming-
enabled

Whether the live streaming is
supported by the call.

Example

Request:

String type = "application/vnd.plcm.plcm-recording-info+json";

String url = "https://" + server + "/api/rest/calls";

HttpPost request = new HttpPost(url);
request.setHeader("content-Type", type);

request.setHeader("accept", type);

request.setHeader("Authorization", "Bearer " + token);

try {

JSONODject call = new JSONODbject();

call.put("address-type", "ip");

call.put("target-address”, "10.1.1.1");

call.put("vrr-id", "defaultvrrid");

StringEntity input = new StringEntity(call.toString());

request.setEntity(input);

Response:
{

"live-streaming-enabled": true,
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"recording-status": "IDLE",
"recording-id": "afe73be34bac4330b8981f587a3e19d3",
"recording-call-status": "CREATED",
"recording-type": "DIALOUT_CALL",
"address-type": "ip",
"target-address”: "XxxxXxxx",
"wait-ack": false,

"subject": null,

"isPlaybackNow": false,

"vrr-id": "defaultvrrid”,

"vrr-number": "21000",
"audio-bit-rate": ",

"anies": null

HARMAN Digital Transformation Solutions



API Guide

Start dial out call/playback Version 2

URL

https://HOST:443/api/rest/calls
Http Method: POST

4.2.5

Input
Type Key Mandatory value
Authorization Yes Bgarer + token received from
login API
application/vnd.plcm.plcm-
e o
content-type Yes reco_rdln_g info-v2+xml or
application/vnd.plcm.plcm-
Header L .
recording-info-v2+json
application/vnd.plcm.plcm-
recording-info-v2+xml or
accept Yes -
application/vnd.plcm.plcm-
recording-info-v2+json
address-type Yes

vrr-id

Yes for recording
No for playback

Body (For detall, see target-address

Yes

PlcmRecordinginfoV2)

No for recording

The attributes listed here of the
Body are needed for the API;
other attributes of
PlcmRecordinginfoV2 are not
mandatory.

isPlaybackNow For detail, refer to the
No for playback description of Object
LickCode No for recording PlcmRecordingInfoV2
g Yes for playback
Output
Status L
Type Ke Description
yp Code y P
200 recording-id The call Id
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4.2.5

Status

e Code

Key

Description

Basic attributes for the
response (For detail, see

PlcmRecordinginfoV2) enabled

live-streaming-

Whether the live streaming is
supported by the call.

Example

Request:

String type = "application/vnd.plcm.plcm-recording-info-v2+json”;

String url = "https://" + server + "/api/rest/calls";
HttpPost request = new HttpPost(url);
request.setHeader("content-Type", type);
request.setHeader("accept", type);

request.setHeader("Authorization", "Bearer " + token);

try {
JSONODbject call = new JSONObject();
call.put("address-type", "ip");

call.put("target-address”, "10.1.1.1");
call.put("vrr-id", "defaultvrrid");

StringEntity input = new StringEntity(call.toString());

request.setEntity(input);

Response:

"live-streaming-enabled": true,
"recording-status": "IDLE",
"recording-id": "dda8108a7c73468a9ff130e059b41lecd",
"recording-call-status": "CREATED",
“recording-type": "DIALOUT_CALL",
"address-type": "ip",
"target-address"; "Xxxxxx",
"wait-ack": false,

"subject™: null,

"isPlaybackNow": false,

"vrr-id": "defaultvrrid”,
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"vrr-number": "21000",
"audio-bit-rate": ",
"anies": null,
"quickCode": null,
"layoutType": null,

"callld": "dda8108a7c73468a9ff130e059b41ecd"
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Start p2p dial out call

URL

https://HOST:443/apilrest/calls/p2p

Http Method: POST

4.2.5

Input
Type Key Mandatory Value
Authorization Yes Bearer "+ token received
from login API
application/vnd.plcm.plcm-
recording-info+xml or
content-type Yes o
Header application/vnd.plcm.plcm-
recording-info+json
application/vnd.plcm.plcm-
recording-info+xml or
accept Yes o
application/vnd.plcm.plcm-
recording-info+json
address-type Yes
vrr-id Yes
recording-target- Yes
address
recording-peer-
call-address-type Yes
recording-enabled  Yes
recording- The attributes listed here of
isPlayback-now Yes the Body are needed for
: ) the API; other attributes of
Body(For detail, see live-streaming- Yes PlcmRecordingP2PInfo are
PlcmRecordingP2PInfo) _€nabled not mandatory.
auto-recording- For detail, refer to the
enabled Yes description of Object
PlcmRecordingP2PInfo
encrypt-type Yes
recording-wait-ack  Yes
recording-
isPlayback-Call ' ©°
recording-layout- Yes
type
recording-layout- Yes

type-changeable
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Output

Status

e Code

Key Description

recording-id The call Id
Basic attributes for the

response (For detail, see 200
PlcmRecordingP2PInfo)

Example

Request:
String type = "application/vnd.plcm.plcm-recording-info+json";
String url = "https:/[" + server + "/api/rest/calls/p2p";
HttpPost request = new HttpPost(url);
request.setHeader("content-Type", type);
request.setHeader("accept", type);
request.setHeader("Authorization", "Bearer " + APITest.token);
try {
StringEntity input = new StringEntity(
"{\"plcm-recording-p2p-dial-peer-info\":[{\"recording-target-address\":\"172.21.126.194\","+

"\"recording-peer-call-address-type\":\"h323Id\"},{\"recording-target-
address\":\"172.21.99.231\" \"recording-peer-call-address-type\":\"h323Id\"}],\"recording-
enabled\":false \"live-streaming-enabled\":false,\"outo-recording-enabled\":false,\"encrypt-
type\"\"OFF\" \"recording-wait-ack\":false \"vrr-id\":\"defaultvrrid\" \"recording-isPlayback-
Call\":false,\"recording-isPlayback-now\":false,\"recording-layout-type-changeable\":false \"recording-
layout-type\":\"DUAL_WINDOW\"}");

request.setEntity(input);

Response:

{

"plcm-recording-call-connection-info™:[

{

“recording-call-protocol"; "h323",
"recording-call-type": "DIALOUT_CALL",
"recording-call-address-type": "h323Id",
"recording-address": "172.21.126.194",
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"anies": null

3

{

"recording-call-protocol”; "h323",
"recording-call-type": "DIALOUT_CALL",
"recording-call-address-type™: "h3231d",
"recording-address": "172.21.99.231",
"anies": null

}

1,

“recording-enabled": true,
"live-streaming-enabled": true,
"recording-status": "IDLE",

"recording-id": "8b2cebc70de64f62961bc0fe0a0f2171",

"recording-call-status": "CREATED",
"subject™: null,

"vrr-id": "defaultvrrid”,

"vrr-number": "21000",

"vrr-name”: "Default VRR",

"etag": "f396c4a93e5d42309d00f70ad0733c5b",

"anies": null

}
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Stop call

URL

https://HOST:443/apilrest/calls/{callid}/stop
Http Method: POST

Input
Type Key Mandatory value
Header Authorization  Yes Bearer " + token received from login
API
Path parameter  callid Yes -
Example
Request:

String url = "https://" + server + "/api/rest/calls/" + callld + "/stop";
HttpPost request = new HttpPost(url);
request.setHeader("Authorization", "Bearer " + token);

Response:

A standard http Response with a status code.

Note: If the call is being recorded, the recording will be stopped at the same time.

HARMAN Digital Transformation Solutions

4.2.5



API Guide

4.2.5

Get one ongoing call’s information

URL

https://HOST:443/apilrest/calls/{callid}
Http Method: GET

Input
Type Key Mandatory value
Authorization Yes "Bearer " + token received from login API
Header application/vnd.plcm.plcm-recording-info+xml or
Accept Yes L Lo :
application/vnd.plcm.plcm-recording-info+json
Path parameter Called Yes -

Output

See PIcmRecordinginfo
Example

Request:

String type = "application/vnd.plcm.plcm-recording-info+json”;
String url = "https://" + server + "/api/rest/calls/" + callld;
HttpGet request = new HttpGet(url);

request.setHeader("accept", type);

request.setHeader("Authorization", "Bearer " + token);

Response:

{
"live-streaming-enabled": true,
"encrypt-enabled": "OFF",
"recording-status": "IDLE",

"recording-id": "f76060d3bf8c4c91a2635455daedd 723",

"plcm-streamingdetail-list": {
"plcm-streaming™: [{
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"bit-rate": 1024,
"plcm-streaming-url-list": {
"plcm-streaming-url": [{
"streaming-server-port": 1640,
"streaming-server-address™: "10.1.1.1",

"streaming-url":
"http://10.1.1.1:1640/live/livef76060d3bf8c4c91a2635455daedd723_mp4_1024/playlist. m3u8",

"streaming-protocol": "AHLS",

3
...... ]
3
"anies": null
1
2
"anies": null
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Get all ongoing call’s information

URL

https://HOST:443/apil/rest/calls

Http Method: GET

4.2.5

Input
Type Key Mandatory value
Authorization Yes "Bearer " + token received from login API
application/vnd.plcm.plcm-recording-info-
Header accent ves list+json or
P application/vnd.plcm.plcm-recording-info-
list+xml
subject No
If the parameter is set, the query result of
targetAddress No calls’ attribute is the puzzle matching result.
Query vrrNumber No
parameter
pageSize No Default: 20
The started page of the result. The default
startindex No started page is 0.
Output

See PlcmRecordinglnfoList

Example

Request:

String type = "application/vnd.plcm.plcm-recording-info-list+json";

String url = "https://" + server + "/api/rest/calls?targetAddress=" + address;

HttpGet request = new HttpGet(url);

request.setHeader("accept", type);

request.setHeader("Authorization”, "Bearer " + token); ...

Response:
{
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"plcm-recording-info": [{
"live-streaming-enabled": true,
"encrypt-enabled": "OFF",
"recording-status": "IDLE",

"recording-id": "elcaea3ablf74c6dacb29a32e8504405",
"plcm-streamingdetail-list": {
"plecm-streaming": [{

"bit-rate": 1024,

"video-width": 1280,

"plcm-streaming-url-list": {

"plem-streaming-url": [{
"streaming-server-port": 1640,

3
...... ]
3
"anies": null
1
3
"anies": null

1]
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Get ongoing call’s count

URL

https://HOST:443/apilrest/calls/count
Http Method: GET

Input
Type Key Mandatory value
Authorization Yes "Bearer " + token received from login API
Header application/vnd.plcm.plcm-commonresult+xml or
accept Yes . .
application/vnd.plcm.plcm-commonresult+json
subject No
Query targetAddress NoO If the par_ameter is set, the qyery result of calls’
parameter attribute is the puzzle matching result.
vrrNumber No
Output

See PlcmCommonresult
Example

Request:
String type = "application/vnd.plcm.plcm-commonresult+json";
String url = "https://" + server +"/api/rest/calls/count";
HttpGet request = new HttpGet(url);
request.setHeader("accept", type);
request.setHeader("Authorization", "Bearer " + token); .......

Response:

{"value":"0","anies":null}
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Recording operations for an ongoing call

URL

https://[HOST:443/api/rest/calls/{callid}/recordings/{action}
Http Method: POST

4.2.5

Input
Type Key Mandatory value
Header Authorization Yes "Bearer " + token received from login API
callid Yes The callld of the ongoing call
Path
parameter . The value is: START, STOP, PAUSE or
action Yes RESUME
Example
Request:

String url = "https://" + server + "/api/rest/calls/" + callld + "/recordings/" + action;
HttpPost request = new HttpPost(url);
request.setHeader("Authorization", "Bearer " + token);

Response:

A standard http Response with a status code.
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Operations for an ongoing playback

URL
https://HOST:443/api/rest/calls/{callid}/playback/{action}
Http Method: POST

4.2.5

Input

Type Key Mandatory value

Header Authorization Yes "Bearer " + token received from login API

callid Yes The callid of the playback call
Path
parameter action Yes The value is: START, STOP, PAUSE,
RESUME, FORWARD or BACKWARD

Example
Request:

String url = "https://" + server + "/api/rest/calls/" + callld + "/playback/" + action;
HttpPost request = new HttpPost(url);
request.setHeader("Authorization", "Bearer " + token);

Response:

A standard http Response with a status code.
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Archive

Get archives Version 3

URL

https://HOST:443/apilrest/archivesffilter
Http Method: POST

4.2.5

Input
Type Key Mandatory value
n n + H
Authorization Yes Bgarer token received from
login API
application/vnd.plcm.plcm-archive-
list-v2+xml or
content-type Yes - .
application/vnd.plcm.plcm-archive-
Header A .
list-v2+json
application/vnd.plcm.plcm-archive-
list-v2+xml or
accept Yes o .
application/vnd.plcm.plcm-archive-
list-v2+json
scope No the value is: All, Viewer or Owner
i N Default:2
Query parameter pageSize o] efault:20
startindex No The started page of t_he result. The
default started page is 0.
The value is: "ownerld",
ke "vrrNumber", "description”, "tags",
y "date", "channelld", "displayName",
) “callld", "vrrld" or "archiveld"
Body(For detail, see Yes
QueryFilter) value The value mapped to the “key”
operandl A filter object
operand2 A filter object
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Type Key Mandatory value

o Ifkey and value are set, the
embed must be false

embed e Ifoperandl and operand2 are
set, the embed must be true
The value is: "Equals”, "Like",
oper

"Greater", "Less", "And" or "Or"

Output
See PlcmArchiveListV3

Note: The main difference between version 3 and previous versions is that version 3
supports complex query filters.

Some rules for the filter object:

e [f the key="ownerld", "vrirNumber", "callld", "channelld", "vrrid" or "archiveld", the oper could
only be “Equals”

e If the key="description", "tags" or "displayName", the oper could only be “Like”

e If the key="date", the oper could be “Greater” or “Less”

e if there is no filter condition to set, the body should be as "{\"embed\": false}"
Example

Request:
String type = "application/vnd.plcm.plcm-archive-list-v2+json";
String url = "https://" + server + "/api/rest/archives/filter?startindex=0&pageSize=10";
HttpPost request = new HttpPost(url);
request.setHeader("content-Type", type);
request.setHeader("accept", type);
request.setHeader("Authorization", "Bearer " + token);

try {
JSONODbiject display = new JSONODbject();

display.put("key", "displayName");
display.put(“value", "user");
display.put("oper”, "Like");

display.put("embed", false);
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JSONODject datelt = new JSONODbject();
datelt.put("key", "date");
datelt.put("value", "20160501");
datelt.put("oper”, "Less");
datelt.put("embed", false);

JSONObject complex1 = new JSONODbject();
complex1.put("operandl”, display);
complex1.put("operand2”, datelt);
complex1.put("oper"”, "And");
complex1.put("embed", true);

/*JSONODbject archiveid = new JSONODbject();

archiveid.put("key", "archiveld");

archiveid.put("value", "R466765d855654daeacOb5ee0abbc799d");
archiveid.put("oper", "Equals");

archiveid.put("embed", false);

JSONODiject dategt = new JSONODbject();
dategt.put("key", "date™);
dategt.put("value", "20160305");
dategt.put("oper", "Greater");
dategt.put("embed", false);*/

StringEntity input = new StringEntity(complex1.toString());
request.setEntity(input);

Response:
{
"plcm-archive-v3": [{
"plcm-archive-filegroup™: [
{
"plcm-archive-file": [{
"archiveFileld": "46676_160304104525712.raw",
"displayName": "RAW_1920",

i
"type": "RSSRAW",
"anies": null

HARMAN Digital Transformation Solutions



API Guide

"archiveld": "R466765d855654daeacOb5ee0abbc799d",
"displayName": "userArchive3",
"owner": "user2",

"plcm-archive-recording-info": {
"callld"; "466765d855654daeacOb5ee0abbc799d",
"vrrid": "defaultvrrid”,

"createTime": 1457088361000,
"updateTime": 1457088363094,
"anies": null

"plcm-count™: 3,
"plcm-page-index": 0,
"plcm-page-size": 10,
"anies": null
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Get archive by Id Version 2
URL
https://HOST:443/api/rest/archives/{archiveld}
Http Method: GET
Input
Type Key Mandatory value
Authorization Yes "Bearer " + token received from login API
Header application/vnd.plcm.plcm-archive-v2+xml or
accept Yes L . .
application/vnd.plcm.plcm-archive-v2+json
Path parameter archiveld Yes -
Output

See PlcmArchiveV?2

attributes are added in the result of version 2.

Example

Request:
String url = "https://" + server + "/api/rest/archives/" + archiveld,;
HttpGet request = new HttpGet(url);

String type = "application/vnd.plcm.plcm-archive-v2+json”;

request.setHeader("accept", type);
request.setHeader("Authorization", "Bearer " + token);

Response:
{

"plcm-archive-filegroup™: [......

{

"plcm-archive-file": [......

{

HARMAN Digital Transformation Solutions
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"archiveFileld": "249a2b799dd84f38a4ebc1c61454f052",
"displayName": "MP4_768 Default",

i

"type": "MP4",

"anies": null
i

"archiveld": "Rb069feec38f54478a96093fc61c099b1",
"displayname”: "adminArchivel",

“createTime": 1457088041000,

"updateTime": 1457088042240,

"anies": null,

"play-URL": "http://10.220.206.211/userportal/video?v=Rb069feec38f54478a96093fc61c099b1",

"cover-URL"™:
"https://10.220.206.211:8090/DownUploadServer/download/archivethumbnail?thumbnailFilePath=/var/me
dia//Rb069feec38f54478a96093fc61c099b1/cover.jpg"

}

HARMAN Digital Transformation Solutions



API Guide 4.2.5

Upload Video and Create Archive

URL

https://HOST:443/apil/rest/archives/upload
Http Method: POST

Input
Type Key Mandatory value
Authorization Yes Bearer "t token received
from login API
application/vnd.plcm.plcm-
archive+xml or
accept Yes
application/vnd.plcm.plcm-
archive+json
Header
content-type Yes multipart/form-data
. Archive name that will be
arcDisplayName Yes labeled for the video
Body file Yes File attachment
Output

see RestArchive
Example

Request:
String type = "multipart/form-data”;
String acceptType = "application/vnd.plcm.plcm-archive+xml";
String archiveName = "test file";
String filepath = "c:\\testfile.mp4";

String url = "https://" + server + "/api/rest/archives/upload";
HttpPost request = new HttpPost(url);
request.setHeader("content-Type", type);
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request.setHeader("accept", acceptType);
request.setHeader("Authorization", "Bearer " + token);
request.setHeader("arcDisplayName”,archiveName);

try {
File file = new File(filepath);
if (file.exists()) {

RequestConfig requestConfig =
RequestConfig.custom().setConnectTimeout(20000).setSocketTimeout(600000).build();

setHeaders(headers, httppost);
httppost.setConfig(requestConfig);
MultipartEntityBuilder multipartEntityBuilder = MultipartEntityBuilder.create();

FileBody fileBody = new FileBody(file,
ContentType.MULTIPART _FORM_DATA file.getName());

multipartEntityBuilder.addPart("file" fileBody);
HttpEntity httpEntity = multipartEntityBuilder.build();

httppost.setEntity(httpEntity);
response = client.execute(httppost);

if(response!=null){
result = handleResponse(response) ;

Response:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<archive>
<archiveld>U29e9905200a34691a81870f6662ef4a8</archiveld>
<archiveName>U29e9905200a34691a81870f6662ef4a8</archiveName>
<createTime>1543827416509</createTime>
<keyWord>UGC</keyWord>
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<description>default_ugc_file</description>

<displayName>MerrillLynch Video</displayName>

<duration>486</duration>

<dev

iceld>5bf032a27b144d81a311649badafe22f</deviceld>

<mediaPath>/var/localmedia/</mediaPath>

<owner>root</owner>

<streamingStatus>ONLINE</streamingStatus>

<transcodingStatus>ONLINE</transcodingStatus>

<recordingStatus>ONLINE</recordingStatus>

<archiveFiles>

<archiveFile>

<fileld>6abfe1b92b3f4344bb43d20bla4111fa</fileld>
<fileName>71e8e50aad754a40838hb6b4c9c8a0f38.mp4a</fileName>
<displayName>MP4_397</displayName>
<fileType>MP4</fileType>
<createTime>1543827416022</createTime>

<codec>H264 HP</codec>

<resolution>704x576</resolution>

<frameRate>29</frameRate>

<bitRate>397</bitRate>
<layout>LARGE_SIZE_CONTENT</layout>
<flocate>/var/localmedia/U29e9905200a34691a81870f6662ef4a8/mp4/</flocate>
<transcodingState>READY</transcodingState>
<archiveld>U29e9905200a34691a81870f6662ef4a8</archiveld>
<length>24080</length>

<videoType>H264-HP</videoType>
<audioType>AAC</audioType>

<contentType></contentType>
<contentFramerate>0</contentFramerate>
<contentResolution>0x0</contentResolution>
<duration>486</duration>

<episode>1</episode>
<inExternalServer>false</inExternalServer>

<islnPlayerSite>false</isInPlayerSite>

</archiveFile>
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</archiveFiles>
<archiveFilesLength>24080</archiveFilesLength>
<videoType>H264-HP</videoType>
<audioType>AAC</audioType>
<contentType></contentType>
<updateTime>1543827416509</update Time>

<mediaSrcServerType>Other</mediaSrcServerType>
<archiveCoverURL>/var/localmedia/U29e€9905200a34691a81870f6662ef4a8/cover.jpg</archive
CoverURL>

</archive>
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Edit Media

URL

https://HOST:443/api/rest/media/edit
Http Method: POST

4.2.5

Input
Type Key Mandatory value
Authorization Yes "Bearer " + token received from login API
application/vnd.plcm.plcm-archive+xml
Accept Yes Or
application/vnd.plcm.plcm-archive+json
Header Content-Type Yes multipart/form-data;
prototypeArchiveld Yes Prototype Archive Id
archiveFileld Yes Prototype Archive File Id
targetFileName Yes New Archive Display Name
Bod .
y'l( editcontent Yes Detail of the media edit info. See object
For detail see PlcmEditMedia
PlcmEditMedia )
file No Image file attachment

Body (image file)

Output

New Archive Id
Example

Request:

String url = "https://" + server + "/api/rest/media/edit”;

String contentType = "multipart/form-data”;

String type = "application/vnd.plcm.plcm-archive-v2+json";
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HttpPost request = new HttpPost(url);
//Headers
Map<String, String> headers = new HashMap();
headers.put("Authorization”, "Bearer " + this.token);
headers.put("Accept", "application/vnd.plcm.plcm-archive+xml");

headers.put("Content-Type", "multipart/form-data");
headers.put("prototypeArchiveld", prototypeArchiveld);
headers.put("archiveFileld", archiveFileld);

headers.put("targetFileName", targetDisplayName);

setHeaders(request,headers);

//[EditContent build
PlcmEditMedia editMedia = new PlcmEditMedia();

PlcmEditMediaOverlayltem overlayltem = new PlcmEditMediaOverlayltem();

overlayltem.setSt(0);
overlayltem.setEt(486000);

PlcmOverlayTextLineltem lineltem = new PlcmOverlayTextLineltem();
lineltem.setAlign(-1);

lineltem.setBgcolor("Oxdfe2al");

lineltem.setFtcolor("0x302e0e");

lineltem.setFont(2);

lineltem.setPosx(100);

lineltem.setPosy(100);

lineltem.setFtsize(3);

lineltem.setTransparency(20);

lineltem.setTxt("We are Young");

List<PlcmOverlayTextLineltem> lineltems = new ArrayList<PIlcmOverlayTextLineltem>();

lineltems.add(lineltem);
overlayltem.setTextLineList(lineltems);

List<PlcmEditMediaOverlayltem> overlayltems = new ArrayList<PlcmEditMediaOverlayltem>();

overlayltems.add(overlayltem);

editMedia.setPIlcmEditMediaOverlayList(overlayltems);

XmlResolverUtil resolverUtil = new XmIResolverUtil();
String contentBody = resolverUtil.marshall(plcmEditMedia);
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MultipartEntityBuilder builder =
MultipartEntityBuilder.create().setMode(HttpMultipartMode. BROWSER_COMPATIBLE);

FileBody fileBody = new FileBody(file);
builder.addPart("file", fileBody);
builder.addTextBody(“editcontent”, contentBody);
HttpEntity regEntity = builder.build();
request.setEntity(regEntity);
response = client.execute(httppost);
if (response = null) {

result = this.handleResponse(response)

Response:
New archive Id: E079010b59633433999¢59497173ae275

Move Archives to Trash

URL

https://HOST:443/apilrest/archives/trash
Http Method: PUT

4.2.5

Input
Type Key Mandatory value
"Bearer " + token received from login API
Authorization  Yes
Header application/vnd.plcm.plcm-csc+xml
Accept Yes or
application/vnd.plcm.plcm-csc+json
Body (
Archive Id List Yes List of Archive Ids
in json)
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Output

String. Success or failed message. Http response status code
200 -0k

Others —failed.

Example

Request:

String url = "https:/[" + server + "/api/rest/archives/trash”;
HttpPut request = new HttpPut(url);
request.setHeader("Authorization", "Bearer " + token);

List<String> archivelds = new ArrayList<String>();
archivelds.add(“testarchive1”);
archivelds.add(“testarchive2”);

String jsonBody = ToJasonString(archiveslds);
setBody(request,jsonBody);

Response response = client.execute(request);
HandleResponse(response);

Response:

A standard http Response with a status code
Restore Archives From Trash

URL

https://HOST:443/apilrest/archives/restore
Http Method: PUT
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4.2.5

Input
Type Key Mandatory value
Header Authorization Yes "Bearer " + token received from login API
Accept Yes application/vnd.plcm.plcm-csc+xml
or
application/vnd.plcm.plcm-csc+json
Body ( Yes List of Archive Ids
Archive Id List
in json)
Output

A standard http Response
Example

Request:

String url = "https://" + server + "/api/rest/archives/restore";

HttpPut request = new HttpPut(url);

request.setHeader("Authorization”, "Bearer " + token);

List<String> archivelds = new ArrayList<String>();

archivelds.add(“testarchive1”);
archivelds.add(“testarchive2”);

String jsonBody = ToJasonString(archivelds);

setBody(request,jsonBody);

Response response = client.execute(request);

HandleResponse(response);

Response:

A standard http Response with a status code
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Delete one archive Permanently

URL

https://HOST:443/apilrest/archives/{archiveld}
Http Method: DELETE

Input
Type Key Mandatory value
Header Authorization Yes "Bearer " + token received from login API
Path parameter archiveld Yes -

Output

A standard http Response
Example

Request:

String url = "https://" + server + "/api/rest/archives/" + archiveld,;
HttpDelete request = new HttpDelete(url);
request.setHeader("Authorization", "Bearer " + token);

Response:

A standard http Response with a status code.
200 --OK

404 --Not found

Get Streaming VOD URLS

URL
https://HOST:443/apil/rest/streaming/vods
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Http Method: GET

4.2.5

Input
Type Key Mandatory value
"Bearer " + token received from login API
Authorization Yes e_lppllcatlon/vnd.pIcm.plcm-csc—streamlng—
Header list+xml or
Accept Yes . .
application/vnd.plcm.plcm-csc-streaming-
list+json
Parameter archiveld Yes Archive Id
archiveFileld Yes Archive File Id
Output

Refer to RestStreaming
Example

Request:

String url = "https://" + server + "/api/rest/streaming/vods?archiveld=" + archiveld +

“&archiveFileld="+archiveFileld;
HttpGet request = new HttpGet(url);
request.setHeader("Authorization”, "Bearer " + token);

Response:

A standard http Response with a status code

Get Archive Status Report

URL

https://HOST:443/apilrest/archives/report
Http Method: GET
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Input
Type Key Mandatory value
"Bearer " + token received from login API
application/vnd.plcm.plcm-content-report-
Authorization Yes archive+json
Header
Accept Yes Or
application/vnd.plcm.plcm-content-report-
archive+xmi
archiveld Yes Archive Id
Parameter beginTime Yes Report Start time in milliseconds
endTime Yes Report End time in milliseconds
Output

Refer to PlcmReportArchivelnfo
Example

Request:

String url = "https://" + server + "/apilrest/archives/report
?archiveld=R9c5d34fd01034516bcab511e2ce3fc68&beginTime=0&endTime=1543912880285";

HttpGet request = new HttpGet(url);

request.setHeader("Authorization”, "Bearer " + token);

request.setHeader(“Accept’,”application/vnd.plcm.plcm-content-report-archive+xml”);

HARMAN Digital Transformation Solutions



API Guide 4.2.5

Response:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<plcm-content-archive-info>
<archiveld>testarchive</archiveld>
<views>0</views>
<likes>0</likes>
<dislikes>0</dislikes>
<totalDuration>0</totalDuration>

<timeAverage>0.0</timeAverage>

<archiveCoverURL>{addr}:{port}/userportal/thumbnails?thumbnailFilePath=/var/localmedia//R9c5d34fd01
034516bcab511e2ce3fc68/cover.jpg&amp;host=10.97.58.187</archiveCoverURL>

<displayName>17140_201811290740171260</displayName>
<farEndAddress>17140</farEndAddress>
<duration>18</duration>
<createTime>1543477219000</createTime>
<vrrNumber>21000</vrrNumber>

</plcm-content-archive-info>
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Channel

Create one Channel

URL

https://HOST:443/api/rest/channels

Http Method: POST

4.2.5

Input
Type Key Mandatory value
n n + .
Authorization Yes Bgarer token received from
login API
application/vnd.plcm.plcm-
content+xml or
content-type Yes application/vnd.plcm.plcm-
Header bp . -pem-p
content+json
application/vnd.plcm.plcm-
content+xml or
accept Yes o
application/vnd.plcm.plcm-
content+json
name Yes
i isPublic Yes
Body (For detail, see
PlemChannel) needModerated Yes
description Yes

Output

The channel Id
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Example

Request:

String type = "application/vnd.plcm.plcm-content+json”;
String url = "https://" + server + "/api/rest/channels”;
HttpPost request = new HttpPost(url);
request.setHeader("content-Type", type);
request.setHeader("accept", type);
request.setHeader("Authorization”, "Bearer " + token);

try {
JSONObiject channel = new JSONObject();
channel.put("name", "test");
channel.put(“isPublic", true);
channel.put("needModerated", false);

channel.put("description”, "api created");

StringEntity input = new StringEntity(channel.toString());
request.setEntity(input);

Response:

The channel Id, for example, “58491e9ee4b006fb0ac45be8”
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Get all Channels

URL

https://HOST:443/apil/rest/channels
Http Method: GET

4.2.5

Input
Type Key Mandatory value
L "Bearer " + token received from
Authorization Yes .
login API
Header application/vnd.plcm.plcm-content-
channel-list+xml or
accept Yes -
application/vnd.plcm.plcm-content-
channel-list+json
displayName No -
ol N The value is: “Creator”,
ole 0 “Contributor”, “Viewer” or “All”
Query parameter
startindex No Default value:0
pageSize No Default value:20

Output

See PlcmChannelList
Example

Request:

String type = "application/vnd.plcm.plcm-content-channel-list+json";

String url = "https://" + server + "/api/rest/channels

HttpGet request = new HttpGet(url);

request.setHeader("accept", type);

request.setHeader("Authorization", "Bearer " + token);
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Response:

{

"anies": null,

"plcm-channel™:[

{"name": "public channel", "description": null, "isPublic": false, "ownerName": "Administrator",...},
{"name"; "123123", "description": null, "isPublic"; false, "ownerName": "Administrator",...}

1.

"plcm-count": 6

}
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Get archives of a channel

URL

https://HOST:443/api/rest/channels/ {channelld}/archives

Http Method: GET

4.2.5

Input
Type Key Mandatory value
o "Bearer " + token received from
Authorization Yes gae token received fro
login API
Header application/vnd.plcm.plcm-csc+xml
accept Yes or
application/vnd.plcm.plcm-csc+json
startindex No Default value:0
Query parameter
pageSize No Default value:20
Path parameter channelld Yes

Output

See PlcmChannelList
Example

Request:

String type = "application/vnd.plcm.plcm-csc+json";

String url = "https://" + server + "/api/rest/channels/" + channelld + "/archives";

HttpGet request = new HttpGet(url);
request.setHeader("accept", type);

request.setHeader("Authorization", "Bearer " + token);

Response:
{

"plcm-archive-content™;[
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{"archiveld": "R4fe4c249fbf54c3eas8c02c9db84ch342", "callld": "4fedc249fbf54c3ea8c02c9db84ch3a2”, "d
isplayName": "1233312",....},

{"archiveld": "R71bad989924e43cb9962e9e610c7c7fe", "callld": "71bad989924e43ch9962e9e610c7c7fe"
, "displayName": "p2pcall",...}

]
}
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Get featured content archives

URL

https://HOST:443/apil/rest/archives/featured
Http Method: GET

4.2.5

Input
Type Key Mandatory value
o "Bearer " + token received from
Authorization Yes gae token received fro
login API
Header application/vnd.plcm.plcm-content-
accent Yes archive+xml or
P application/vnd.plcm.plcm-content-
archive+json
Output

See PlcmArchiveContentList
Example

Request:

String type = "application/vnd.plcm.plcm-content-archive+json”;

String url = "https://" + server + "/api/rest/channels/featured";
HttpGet request = new HttpGet(url);
request.setHeader("content-Type", type);

request.setHeader("accept", type);

request.setHeader("Authorization”, "Bearer " + token);

Response:
{

"plcm-archive-content™;[

{"archiveld": "R1980c958566c4ff3af7935791ea041ac", "callld": "1980c958566c4ff3af7935791ea04l1lac", "

displayName": "111",...},

{"archiveld": "R457ad82aea904bala8c55801e6661c4a", "callld": "457ad82aea904bala8c55801e6661c4

a", "displayName": "live1",...}

]
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Delete a channel

URL

https://HOST:443/apilrest/channels/{channelld}
Http Method: DELETE

Input
Type Key Mandatory value
Header Authorization Yes Bgarer + token received from
login API
Path parameter channelld Yes
Output

A standard http Response
Example

Request:
String url = "https://" + server + "[api/rest/channels/" + id;
HttpDelete request = new HttpDelete(url);
request.setHeader("Authorization", "Bearer " +token);

Response:

A standard http response
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Add some archives to one channel

URL

https://HOST:443/api/rest/channels/{channelld}/archives
Http Method: PUT

Input
Type Key Mandatory Value
L "Bearer " + token received from
Authorization Yes gae token received fro
login API
application/vnd.plcm.plcm-content-
archive +xml or
content-type ves application/vnd.plcm.plcm-content-
Header pp_ . -pem-p
archive +json
application/vnd.plcm.plcm-content-
accent Yes archive +xml or
P application/vnd.plcm.plcm-content-
archive +json
Path parameter channelld Yes
Body(List<String>) NA Yes
Output

A standard http response
Example

Request:
String type = "application/vnd.plcm.plcm-content-archive+json”;
String url = "https://" + server + "/api/rest/channels/" + id +"/archives"”;
HttpPut request = new HttpPut(url);
request.setHeader("content-Type", type);
request.setHeader("accept", type);
request.setHeader("Authorization", "Bearer " + token);

try {
StringEntity input = new StringEntity(gson.toJson(archivelds));
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request.setEntity(input);

Response:

A standard http response
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4.2.5

Remove one archive from one channel

URL

https://HOST:443/api/rest/channels/{channelld}/archives/{archiveld}

Http Method: DELETE

Input
Type Key Mandatory Value
" " .
Header Authorization Yes Bgarer token received from
login API
channelld Yes
Path parameter
archiveld Yes

Output

A standard http response
Example

Request:

String url = "https://" + server + "/api/rest/channels/" + id +"/archives/"+ archiveld;

HttpDelete request = new HttpDelete(url);

request.setHeader("Authorization", "Bearer " + token);

Response:

A standard http response
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Update one Channel

URL

https://HOST:443/api/rest/channels/{channelld}
Http Method: PUT

Input
Type Key Mandatory Value
o "Bearer " + token received from
Authorization Yes gae token received fro
login API
Header application/vnd.plcm.plcm-content-
content-type Yes +xmi or
yp application/vnd.plcm.plcm-content-
+json
Path parameter channelld Yes
Body (For detalil, see channel-id Yes

PlcmChannel)

Output

A standard http response
Example

Request:
String type = "application/vnd.plcm.plcm-content+json";
String url = "https://" + server + "/api/rest/channels/" + id;
HttpPut request = new HttpPut(url);
request.setHeader("content-Type", type);
request.setHeader("accept", type);
request.setHeader("Authorization", "Bearer " + token);
try {
JSONODbiject channel = new JSONObject();
channel.put("channel-id", id);
channel.put("name", "apitest");
channel.put(“isPublic", true);
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channel.put("needModerated", false);

channel.put("description”, "api updated");
StringEntity input = new StringEntity(channel.toString());
request.setEntity(input);

Response:

A standard http response
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Get archive count of a channel

URL

https://HOST:443/apilrest/channels/{channelld}/archives/count
Http Method: GET

Input
Type Key Mandatory Value
o "Bearer " + token received from
Authorization Yes gae token received fro
login API
Header application/vnd.plcm.plcm-
commonresult +xml or
accept Yes -
application/vnd.plcm.plcm-
commonresult +json
Path parameter channelld Yes
Output

See PlcmCommonresult
Example

Request:
String type = "application/vnd.plcm.plcm- commonresult+json";
String url = "https://" + server + "/api/rest/channels/" + channelld + “/archives/count”;
HttpGet request = new HttpGet(url);
request.setHeader("accept", type);
request.setHeader("Authorization”, "Bearer " + token);

Response:
{

"Va|U€"Z u3u,

"anies": null

}
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Live Event

Create one Event

URL

https://HOST:443/apilrest/liveevent
Http Method: POST

4.2.5

Input
Type Key Mandatory Value
I "B " + tok i f
Authorization Yes e_arer oken received from
login API
application/vnd.plcm.plcm-live-event
content-type Yes +xml or
Header appllcatlon/vnd.plcm.plcm-llve-event
+json
application/vnd.plcm.plcm-live-event
accept Yes Hxml or
P application/vnd.plcm.plcm-live-event
+json
displayname Yes
event-type Yes The value is: “remote” or “p2p”
far-end-address Yes
. . . The value is: “h323Id”, “lync” or
Body(For detail, see signaling-type Yes “sip”
PlcmLiveEvent)
vrr-name Yes
. Time format is as: “2016-11-4
planned-startTime Yes 11-11:00”
. Time format is as: “2016-11-4
planned-endTime Yes ! Is as: 2016

11:11:00”

HARMAN Digital Transformation Solutions



API Guide

Output

See PlcmLiveEvent
Example

Request:

String type = "application/vnd.plcm.plcm-live-event+json";

String url = "https://" + APITest.server + "/apilrest/liveevent";
HttpPost request = new HttpPost(url);
request.setHeader("content-Type", type);
request.setHeader("accept", type);
request.setHeader("Authorization", "Bearer " + APITest.token);
try {

StringEntity input = new StringEntity(event.toString());

input.setContentType(type);

request.setEntity(input);

Response:

{

"live-event-id": "bcb8834bc63068bcd3f1b15dde9005¢c1",
"displayname": "event888",
“creator": "admin",
“creator-fullname": "Administrator",
"event-type": "conference"”,
"far-end-address": "172.21.126.194",
"signaling-type": "h323Id",
"vrr-name": "Default VRRnnnm",
"duration”: 90060000,

"description”: null,

"is-public": false,

"status": "CREATED",

"call-id": ",

"archive-id":[],

"enable-recording": false,

"call-setting-source": "DEFAULT",
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"auto-recording": false,

"enable-gqanda": true,

"auto-start": false,

"auto-end": false,

"prelink-url"; "http://10.220.207.226/userportal/live?I=bcb8834bc63068bcd3f1lb15dde9005c1",

"embed-code": "<iframe scrolling="no' width='640" height="360'

src="http://10.220.207.226/userportal/embed?e=BrIX7GhlyoWHtU90RcM04DD7uvvaWbdnMbIr2R881au6
0INNy2I0tva5cpRHI5AtgPi%2BrNVZK6uL64700MLjbdgKZ0981%2FwOtZZIXrmkqzk%3D"></iframe>",

"startTime": "2016-12-22 11:11:00",
"endTime": "2016-12-23 12:12:00",
"planned-startTime™: "2016-12-22 11:11:00",
"planned-endTime™: "2016-12-23 12:12:00",
"anies": null,

"schedule-type": 0,

“enable-livestream": true,

"send-email": false,

"distributiontemplate-id": "DefaultDistributionTemplatelDyhhn"

"allow-dialin": false

}
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Get live events

URL

https://HOST:443/apilrest/liveevents

Http Method: POST

4.2.5

Input
Type Key Mandatory Value
Authorization  Yes "Bearer " + token received from login API
application/vnd.plcm.plcm-live-event+xml or
content-type Yes . . .
Header application/vnd.plcm.plcm-live-event+json
accept Yes appl!cat!on/vnd plcm.plcm I!ve event ?<ml or
application/vnd.plcm.plcm-live-event+json
pageSize No Default:20
Query Parameter The started page of the result. The default
startindex No .
started page is 0.
The value is: "liveEventld",
key "plannedStartTime", "displayName" or
"creator”
value
operandl
Body (For detail, operand2 Ves
see QuerykFilter) X
If setting key & value, the embed must be
embed false
If setting operandl & operand2, the embed
must be true
The value is:
oper "Equals”,"Like","Greater","Less","And" or

uoru

Output

See PlcmLiveEventList
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Note: Some rules for the filter object

w )

Example

Request:

If the key="liveEventld" or " creator", the oper could only be “Equals”
If the key= "displayName", the oper could only be “Like”

If the key="plannedStartTime ", the oper could be “Greater” or “Less”; the
value format could only be : “yyyyMMdd”(for example, 20150623)

if there is no filter condition to set, the body should be as "{\"embed\": false}"

String type = "application/vnd.plcm.plcm-live-event+json";

String url = "https://" + server + "/api/rest/liveevents”;

HttpPost request = new HttpPost(url);

request.setHeader("content-Type", type);

request.setHeader("accept", type);

request.setHeader("Authorization", "Bearer " + token);

try {

JSONODbiject display = new JSONODbject();
display.put("key", "displayName");

display.put(“value", "test");

display.put("oper", "Like");

display.put("embed", “false");

JSONODbiject creator = new JSONObject();

creator.put("key

creator");

creator.put(“value”, "admin");

creator.put("oper”, "Equals");

creator.put("embed", false);

/*JSONObject plantime = new JSONODbject();
plantime.put("key", "plannedStartTime");
plantime.put("value", "20160318");
plantime.put("oper”, "Less");

plantime.put("embed", false);*/
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JSONODbject complex1 = new JSONODbject();
complex1.put("operandl”, display);
complex1.put("operand2", creator);
complex1.put("oper"”, "And");
complex1.put("embed", true);

StringEntity input = new StringEntity(complex1.toString());
request.setEntity(input);

Response:
{
"plcm-live-event”: [{
"live-event-id": "f6a5585ffb4c8abd6c227d21f3faelfc”,
"displayname": "test",

"plcm-count™: 2,
"plcm-page-index": 0,
"plcm-page-size": 20,
"anies": null

HARMAN Digital Transformation Solutions



API Guide 4.2.5

Get live event by Id

URL:

https://HOST:443/apil/rest/liveevent/{liveeventld}
Http Method: GET

Input
Type Key Mandatory value
Authorization Yes "Bearer " + token received from login API
Header application/vnd.plcm.plcm-live-event+xml or
accept Yes . . .
application/vnd.plcm.plcm-live-event+json
Path parameter liveeventld Yes -
Output

See PlcmLiveEvent
Example

Request:
String type = "application/vnd.plcm.plcm-live-event+json”;
String url = "https:/[" + server + "/api/rest/liveevents/" + id;
HttpGet request = new HttpGet(url);
request.setHeader("accept" type);
request.setHeader("Authorization", "Bearer " + token);  .......

Response:
{
"live-event-id": "f6a5585ffb4c8abd6c227d21f3faelfc”,
"displayname™: "test",
"creator": "admin",
"startTime": 1455775200000,
"endTime": 1455778800000,
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"planned-startTime": 1455775200000,
"planned-endTime": 1455778800000,
"anies": null
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Start Event

URL

https://HOST:443/apil/rest/liveevent/{eventld}/start
Http Method: POST

Input
Type Key Mandatory Value/Description
n n + H
Authorization Yes Bearer. token received
from login API
application/vnd.plcm.plcm-live-
a +
2 content-type Yes zvellqi(t:at?:)nr:/lvcr::i Icm.plcm-live-
% Header pplicat -pem-p
= event +json
a
‘g_ application/vnd.plcm.plcm-live-
£ event +xml or
accept Yes _— .
application/vnd.plcm.plcm-live-
event +json
Path parameter eventld Yes -
Output
Status L
Type Ke Description
yp Saila y p
String 200 NA The call Id
Example
Request:

String type = "application/vnd.plcm.plcm-live-event+json";

String url = "https://" + server + "/api/rest/liveevent/" + eventld + "/start";
HttpPost request = new HttpPost(url);
request.setHeader("content-Type", type);

request.setHeader("accept", type);

request.setHeader("Authorization", "Bearer " + APITest.token);
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Response:
The call Id of the started call, for example, “e2d70ae8fa664c338f65bccfb57781ea”
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Stop Event

URL

https://HOST:443/apilrest/liveevent/{eventld}/stop
Http Method: POST

Input
Type Key Mandatory value
Header Authorization  Yes ABPeIarer + token received from login
Path parameter  eventld Yes -

Example

Request:

String type = "application/vnd.plcm.plcm-live-event+json";

String url = "https://" + server + "/api/rest/liveevent/" + eventld + "/stop";
HttpPost request = new HttpPost(url);
request.setHeader("content-Type", type);

request.setHeader("accept", type);

request.setHeader("Authorization", "Bearer " + APITest.token);

Response:

A standard http Response with a status code.
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Delete one event

URL

https://HOST:443/apilrest/liveevent/{eventld}
Http Method: DELETE

Input
Type Key Mandatory Value
Header Authorization  Yes "Bearer " + token received from login API
Path parameter  eventld Yes -

Output

A standard http Response
Example

Request:
String type = "application/vnd.plcm.plcm-live-event+json”;
String url = "https:/[" + APITest.server + "/api/rest/liveevent/" + eventld;
HttpDelete request = new HttpDelete(url);
request.setHeader("accept", type);
request.setHeader("Authorization", "Bearer " + APITest.token); ...

Response:

A standard http Response with a status code
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Update one event

URL

https://HOST:443/apilrest/liveevent/{eventld}
Http Method: PUT

Input
Type Key Mandatory Value
. " . .
Authorization Yes Bearer " + token received from login
API
Header application/vnd.plcm.plcm-live-event+xml
content-type Yes or
application/vnd.plcm.plcm-live-event+json
Path Parameter eventld Yes -
Body (For detall, All keys of Ves Once there is any missing key, the
see PlcmLiveEvent)  PlcmLiveEvent value will be reset to null.
Output

A standard http Response
Example

Request:
String type = "application/vnd.plcm.plcm-live-event+json";
String url = "https://" + server + "[api/rest/liveevent/" + eventld;
HttpPut request = new HttpPut(url);
request.setHeader("content-Type", type);
request.setHeader("accept", type);
request.setHeader("Authorization", "Bearer " + APITest.token);
event.put("live-event-id", eventld);
StringEntity input = new StringEntity(event.toString());
input.setContentType(type);
request.setEntity(input);
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Response:

{

"live-event-id": "f6a5585ffb4c8abd6c227d21f3faelfc”,
"displayname™: "test",

"creator": "admin",

"startTime": 1455775200000,

"endTime": 1455778800000,

"planned-startTime": 1455775200000,
"planned-endTime"; 1455778800000,

"anies": null
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Recording Template

Create one recording Template

URL

https://HOST:443/apilrest/recordingTemplates
Http Method: POST

4.2.5

Input
Type Key Mandatory value
L "B "+ tok i f
Authorization Yes garer token received from
login API
application/vnd.plcm.plcm-
ing- late+xml
content-type Yes reco'rdln'g template+xml or
application/vnd.plcm.plcm-
Header A .
recording-template+json
application/vnd.plcm.plcm-
recording-template+xml or
accept Yes o
application/vnd.plcm.plcm-
recording-template+json
template-name Yes length within [0,64]
plcm-general-
Body (For detail, see setting.max-call- Yes within [0,4096]
PlcmRecordingTemplate) rate
plcm-general- Yes The value is: ON, VIDEO_ONLY,
setting.aes-option AUTO or OFF
plcn_1-gener_al- Yes i
setting.audio-only
plcm-general-
setting.enable- Yes -
filename-prefix
plcm-general-
setting.enable- Yes -
LPR

HARMAN Digital Transformation Solutions



API Guide 4.2.5

Type Key Mandatory value

plcm-general-
setting.key-frame-  Yes -
interval

plcm-general-
setting.auto- Yes -
recording

plcm-general-
setting.live- Yes -
streaming-only

Output

See PlcmRecordingTemplate
Example

Request:

String type = "application/vnd.plcm.plcm-recording-template+json”;
String url = "https://" + server + "/api/rest/recordingTemplates”;
HttpPost request = new HttpPost(url);
request.setHeader("content-Type", type);
request.setHeader("accept", type);
request.setHeader("Authorization”, "Bearer " + token);

try {
JSONODbject setting = new JSONObject();

setting.put("max-call-rate", "1024");
setting.put("aes-option”, "ON");
setting.put("audio-only", false);
setting.put("auto-recording", false);
setting.put("live-streaming-only”, false);
setting.put("enable-filename-prefix", false);
setting.put("enable-LPR", false);
setting.put("key-frame-interval”, 10);

JSONODbject t = new JSONObject();

t.put("template-name”, "apil");
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t.put("plcm-general-setting”, setting);
t.put("is-default-template", false);

StringEntity input = new StringEntity(t.toString());
request.setEntity(input);

Response:

{

"template-id": "56e7ab2de4b050892a2c0927",

"template-name": "apil”,

"plcm-general-setting”: {
"max-call-rate": "1024",
"enable-LPR": false,
"aes-option™: "ON",
"key-frame-interval": 10,
"audio-only": false,
"auto-recording": false,
"live-streaming-only": false,
"recording-max-call-length": 0,
"streaming-max-call-length": 0,
"enable-filename-prefix": false,
"anies": null

I3

"is-default-template": false,

"anies": null
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Get recording templates

URL

https://HOST:443/apilrest/recordingTemplates

Http Method: GET

4.2.5

Input
Type Key Mandatory value
Authorization Yes "Bearer " + token received from login API
application/vnd.plcm.plcm-recording-
Header template-list+xml or
accept Yes o )
application/vnd.plcm.plcm-recording-
template-list+json
templateName  No -
i N Default:2
Query parameter pagesize ° efault:20
startindex No The started page’s index of the result,

starting from O(default)

Output

See PIcmRecordingTemplateList
Example

Request:

String type = "application/vnd.plcm.plcm-recording-template-list+json";

String url = "https://" + server + "/api/rest/recordingTemplates?startindex=" + ind + "&pageSize=" +

size;
HttpGet request = new HttpGet(url);
request.setHeader("accept", type);

request.setHeader("Authorization”, "Bearer " + token);

Response:
{
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"plcm-recording-template™: [{

"template-id": "DefaultRecordingTemplatelD",
"template-name": "Default Recording Template",
"plcm-general-setting": {

"max-call-rate": "4096",

"enable-LPR": true,

"aes-option": "AUTO",

"key-frame-interval": 5,

Get one recording template

URL

https://HOST:443/apilrest/recordingTemplates/{templateld}
Http Method: GET

Input
Type Key Mandatory Value
Authorization Yes "Bearer " + token received from login API
application/vnd.plcm.plcm-recording-
Header template+xml or
accept Yes o )
application/vnd.plcm.plcm-recording-
template+json
Path parameter templateld Yes -
Output

See PIcmRecordingTemplate
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Example

Request:
String type = "application/vnd.plcm.plcm-recording-template+json”;
String url = "https://" + server + "/api/rest/recordingTemplates/" + id;
HttpGet request = new HttpGet(url);
request.setHeader("accept", type);
request.setHeader("Authorization", "Bearer " + token);

Response:
{
"template-id": "56e7ab2de4b050892a2c0927",
"template-name™: "apil”,
"plcm-general-setting": {
"max-call-rate": "1024",
"enable-LPR": false,
"aes-option™: "ON",
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Update one recording Template

URL

https://HOST:443/api/rest/recordingTemplates/{id}

Http Method: PUT

Input
Type Key Mandatory Value
n n + H
Authorization Yes Bearer . token received
from login API
Header application/vnd.plcm.plcm-
recording-template+xml or
content-type Yes o
application/vnd.plcm.plcm-
recording-template+json
Path Parameter id Yes -
late- -
template Yes length within [0,64]
name
Template-id Yes -
plcm-general-
setting.max- Yes within [0,4096]
call-rate
plcm-general- The value is: ON,
setting.aes- Yes VIDEO_ONLY, AUTO or
Body (For detall, see option OFF
PlcmRecordingTemplate)
plcm-general-
setting.audio-  Yes -
only
plcm-general-
setting.enable- Yes -
filename-prefix
plcm-general-
setting.enable- Yes -

LPR
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Type Key Mandatory Value
plcm-general-
setting.key- Yes -

frame-interval

plcm-general-

setting.auto- Yes -
recording

plcm-general-

setting.live- Yes -

streaming-only

Output

A standard http Response
Example

Request:

String type = "application/vnd.plcm.plcm-recording-template+json”;
String url = "https:/[" + server + "/api/rest/recordingTemplates/" +id;
HttpPut request = new HttpPut(url);
request.setHeader("content-Type", type);
request.setHeader("accept", type);
request.setHeader("Authorization”, "Bearer " + token);

try {
JSONODbject setting = new JSONObject();

setting.put("max-call-rate", "1024");
setting.put("aes-option”, "ON");
setting.put("audio-only", false);
setting.put("auto-recording", false);
setting.put("live-streaming-only”, false);
setting.put("enable-filename-prefix", false);
setting.put("enable-LPR", false);
setting.put("key-frame-interval”, 10);

JSONObject t = new JSONODbiject();

t.put("template-name”, "api2");
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t.put("template-id", id);
t.put("plcm-general-setting”, setting);
t.put("is-default-template", false);

StringEntity input = new StringEntity(t.toString());
request.setEntity(input);

Response:

A standard http Response with a status code
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Delete one recording template

URL

https://[HOST:443/api/rest/recordingTemplates/{Id}
Http Method: DELETE

4.2.5

Input
Type Key Mandatory Value
Header Authorization  Yes "Bearer " + token received from login API
Path parameter Id Yes -

Output

A standard http Response
Example

Request:

String url = "https://" + server + "/api/rest/recordingTemplates/" + id;
HttpDelete request = new HttpDelete(url);
request.setHeader("Authorization", "Bearer " + token); ...

Response:

A standard http Response with a status code
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Transcoding Template

Create one transcoding Template

URL

https://[HOST:443/api/rest/transcodingTemplates

Http Method: POST

4.2.5

Input
Type Key Mandatory Value
n n + H
Authorization Yes Bearer . token received
from login API
application/vnd.plcm.plcm-
transcoding-template+xml or
content-type Yes o
application/vnd.plcm.plcm-
Header . .
transcoding-template+json
application/vnd.plcm.plcm-
transcoding-template+xml or
accept Yes o
application/vnd.plcm.plcm-
transcoding-template+json
template-name Yes Length within [0,64]
plem-transcoding- o Length within [1,64]
format
plcm-transcoding-
format. target- No Length within [0,64]
Body (For detail, see format
PlcmTranscodingTemplate) ) .
plem-transcoding Yes number within [0,60]
format. frame-rate
plem-transcoding- Yes number within [0,4096]

format. bit-rate

plcm-transcoding-
format.resolution

Yes for video
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Type Key Mandatory Value
plcm-transcoding-
format. aspect- Yes for video -
ratio
lcm- ing-
plcm-transcoding Yes )
format.codec
plcm-transgodlng— Yes i
format.audio-only
plcm-transcoding-
format.enable- Yes -
time-code
lcm-t ing-
plcm-transcoding Yes i

format.layout

Output

See PlcmTranscodingTemplate
Example

Request:

String type = "application/vnd.plcm.plcm-transcoding-template+json”;
String url = "https://" + server + "/api/rest/transcodingTemplates";
HttpPost request = new HttpPost(url);
request.setHeader("content-Type", type);
request.setHeader("accept", type);
request.setHeader("Authorization", "Bearer " + token);

try {
JSONODject setting = new JSONObject();

setting.put("target-format”, "MP4");
setting.put(“frame-rate", 30);

setting.put("bit-rate", 30);

setting.put(“resolution”, "RESOLUTION_1280x720P");
setting.put("aspect-ratio”, "_4x3");

setting.put("codec", "H263");

setting.put("audio-only", false);
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setting.put("enable-time-code", false);
setting.put("layout”, "DUAL_WINDOW");

JSONODbiject obj = new JSONObject();
obj.put("template-name”, "testapil");
obj.put("plcm-transcoding-format", setting);

StringEntity input = new StringEntity(obj.toString());
request.setEntity(input);

Response:
{"template-id":"56e7d1b4e4b050892a2c0945","anies":null}
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Get transcoding templates

URL

https://HOST:443/apilrest/transcodingTemplates

Http Method: GET

4.2.5

Input
Type Key Mandatory Value
Authorization Yes "Bearer " + token received from login API
application/vnd.plcm.plcm-transcoding-
Header

template-list+xml or

accept Yes o .
application/vnd.plcm.plcm-transcoding-
template-list+json

templateName No -

' N Default:2
Query parameter pagesize 0 efault:20
startindex No The started page’s index of the result,

starting from O(default)

Output

See PlcmTranscodingTemplateList
Example

Request:

String type = "application/vnd.plcm.plcm-transcoding-template-list+json™;

String url = "https:/[" + server + "/api/rest/transcodingTemplates?startindex=

size;
HttpGet request = new HttpGet(url);
request.setHeader("accept", type);

request.setHeader("Authorization", "Bearer " + token);

Response:
{

"plcm-transcoding-template": [{
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"template-id": "DefaultFileOutputTemplatelD",
"template-name": "Default",
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Get one transcoding template

URL

https://HOST:443/apilrest/transcodingTemplates/{templateld}
Http Method: GET

Input
Type Key Mandatory value
Authorization Yes "Bearer " + token received from login API
application/vnd.plcm.plcm-transcoding-
Header template+xml or
accept Yes . .
application/vnd.plcm.plcm-transcoding-
template+json
Path parameter templateld Yes -
Output

See PlcmTranscodingTemplate
Example

Request:
String type = "application/vnd.plcm.plcm-transcoding-template+json";
String url = "https://" + server + "/api/rest/transcodingTemplates/" + id;
HttpGet request = new HttpGet(url);
request.setHeader("accept", type);
request.setHeader("Authorization", "Bearer " + token);

Response:
{
"template-id": "lpad_H_FileOutputTemplatelD",
"template-name": "lpad_H",
"plcm-transcoding-format": {
"targetLocation": null,
"target-format": "MP4",
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"frame-rate": 30,
"bit-rate": 1728,
"resolution”: "RESOLUTION_1920x1080P",
"aspect-ratio™: "_16x9",
"codec": "H264 HP",
"layout": "LARGE_SIZE_CONTENT",
"enable-time-code": false,
"audio-only": false,
"anies": null
2
"plcm-thumbnail-format™: {
"thumbnail-height": 0,
"thumbnail-width": O,
“"interval": 10,
"dupe-remove"; "false",
"startTime": 0,
"endTime": 3600,
"anies": null
I3

"anies": null
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Update one transcoding Template

URL

https://HOST:443/apilrest/transcodingTemplates/{id}

Http Method: PUT

4.2.5

Input
Type Key Mandatory value
Authorization Yes Bearer. + token received
from login API
Header application/vnd.plcm.plcm-
transcoding-template+xml or
content-type Yes o
application/vnd.plcm.plcm-
transcoding-template+json
Path Parameter id Yes -
template-name Yes Length within [0,64]
plcm-
transcoding- Yes Length within [1,64]
format
plcm-
transcoding- -
format. target- No Length within [0,64]
format
Body (For detall, see plem-
PlcmTranscodingTemplate) —
transcoding Yes number within [0,60]
format. frame-
rate
plcm-
transcoding- Yes number within [0,4096]

format. bit-rate

plcm-
transcoding-

format.resolution

Yes for video
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Type Key Mandatory value

plcm-
transcoding-
format. aspect-
ratio

Yes for video

plcm-
transcoding- Yes -
format.codec

plem-
transcoding- Yes -
format.audio-only

plem-
transcoding-
format.enable-
time-code

Yes -

plem-
transcoding- Yes -
format.layout

Output

A standard http Response
Example
Request:

String type = "application/vnd.plcm.plcm-transcoding-template+json”;
String url = "https://" + server + "[api/rest/transcodingTemplates/" +id;
HttpPut request = new HttpPut(url);
request.setHeader("content-Type", type);
request.setHeader("accept", type);
request.setHeader("Authorization”, "Bearer " + token);

try {
JSONODbject setting = new JSONObject();

setting.put("target-format”, "MP4");
setting.put(“frame-rate”, 30);
setting.put("bit-rate", 30);
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setting.put(“resolution”, "RESOLUTION_1280x720P");
setting.put("aspect-ratio", "_4x3");

setting.put("codec", "H263");

setting.put("audio-only”, false);
setting.put("enable-time-code", false);
setting.put("layout”, "DUAL_WINDOW");

JSONODiject obj = new JSONObject();

obj.put("template-name”, "testapi2");
obj.put("template-id", id);
obj.put("plcm-transcoding-format", setting);

StringEntity input = new StringEntity(obj.toString());
request.setEntity(input);

Response:

A standard http Response with a status code
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Delete one transcoding template

URL

https://[HOST:443/api/rest/transcodingTemplates/{ld}
Http Method: DELETE

Input
Type Key Mandatory Value
Header Authorization  Yes "Bearer " + token received from login API
Path parameter Id Yes -

Output

A standard http Response
Example

Request:
String url = "https://" + server + "/api/rest/transcodingTemplates/" + id;
HttpDelete request = new HttpDelete(url);

request.setHeader("Authorization", "Bearer " + token);  .......

Response:

A standard http Response with a status code

HARMAN Digital Transformation Solutions



API Guide

VRR Template

Create one VRR Template

URL

https://HOST:443/apilrest/vrrs
Http Method: POST

4.2.5

Input
Type Key Mandatory Value
Authorization Yes Be_arer + token received from
login API
application/vnd.plcm.plcm-
vrr+xml or
content-type Yes licationivnd.ol |
Header app_|ca ion/vnd.plcm.plcm-
vIr+json
application/vnd.plcm.plcm-
vrr+xml or
accept Yes o
application/vnd.plcm.plcm-
vrr+json
is-default-vrr Yes -
vrr-name Yes Length within [1,64]
Body(For detail, see description No Length within [0,64]
PlcmVrr)
vrr-number Yes number by length within [4,8]
recording-
template-id ves i
Output
See PlcmVrr
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Example

Request:

String type = "application/vnd.plcm.plcm-vrr+json”;
String url = "https://" + server + "/apilrest/vrrs";
HttpPost request = new HttpPost(url);
request.setHeader("content-Type", type);
request.setHeader("accept", type);
request.setHeader("Authorization”, "Bearer " + token);

try {
JSONODbject setting = new JSONObject();
setting.put("vrr-name", "testapi");
setting.put(“recording-template-id", "56e7ab2de4b050892a2c0927");
setting.put(“is-default-vrr", false);
setting.put("vrr-number", "45678");

StringEntity input = new StringEntity(setting.toString());
request.setEntity(input);

Response:

{
"vrr-id"; "56e7bf79e4b050892a2c0935",
"vrr-name": "testapi",
"description”: null,
"is-default-vrr": false,
"vrr-number": "45678",
"recording-template-id": "56e7ab2de4b050892a2c0927",
"transcoding-template-id-lists": [],
"email": null,
"eTag": null,
"anies": null
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Get VRR templates

URL

https://HOST:443/apilrestivrrs
Http Method: GET

4.2.5

Input

Type Key Mandatory Value
Authorization Yes "Bearer " + token received from login API

Header application/vnd.plcm.plcm-vrr-list+xml or
accept ves application/vnd.plcm.plcm-vrr-list+json
vrirNum No -
vrrName No -

Query parameter pageSize No Default:20
startindex No The started page’s index of the result,

starting from O(default)

Output

See PlcmVrrList
Example

Request:

String type = "application/vnd.plcm.plcm-vrr-list+json”;

String url = "https:/[" + server + "[api/rest/vrrs?startindex=" + ind + "&pageSize=" + size;

HttpGet request = new HttpGet(url);

request.setHeader("accept", type);

request.setHeader("Authorization", "Bearer " + token);

Response:
{

"plem-vrr": [{

HARMAN Digital Transformation Solutions



API Guide 4.2.5

"vrr-id": "defaultvrrid"”,
"vrr-name": "Default VRR",
"description”: "defaultvrr ",
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Get one VRR template

URL

https://HOST:443/apilrest/vrrs/{templateld}
Http Method: GET

Input
Type Key Mandatory value
Authorization Yes "Bearer " + token received from login API
Header application/vnd.plcm.plecm-vrr+xml or
accept Yes o )
application/vnd.plcm.plcm-vrr+json
Path parameter templateld Yes -
Output
See PlecmVrr
Example
Request:

String type = "application/vnd.plcm.plcm-recording-template+json";
String url = "https://" + server + "/api/rest/recordingTemplates/" + id;
HttpGet request = new HttpGet(url);

request.setHeader("accept", type);
request.setHeader("Authorization”, "Bearer " + token);

Response:
{
"template-id": "56e7ab2de4b050892a2c0927",
"template-name": "apil",
"plcm-general-setting": {
"max-call-rate": "1024",
"enable-LPR": false,
"aes-option™: "ON",
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Update one VRR Template

URL
https://HOST:443/apilrest/vrrs/{id}
Http Method: PUT

4.2.5

Input
Type Key Mandatory value
n n + H
Authorization Yes Bgarer token received from
login API
Header application/vnd.plcm.plecm-vrr+xml
content-type Yes or
application/vnd.plcm.plcm-vrr+json
Path Parameter id Yes -

is-default-vrr Yes

vrr-name Yes Length within [1,64]
description No Length within [0,64]

Body (For detail, see

PlcmVrr) vrr-number Yes number by length within [4,8]
recording-
template-id ves i
vrr-id Yes -

Output

A standard http Response
Example

Request:

String type = "application/vnd.plcm.plcm-vrr+json”;
String url = "https://" + server + "/api/rest/vrrs/" +id;
HttpPut request = new HttpPut(url);
request.setHeader("content-Type", type);
request.setHeader("accept", type);
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request.setHeader("Authorization”, "Bearer " + token);

try {
JSONODbject setting = new JSONObject();
setting.put("vrr-name", "testapi2");
setting.put("recording-template-id", "56e7ab2de4b050892a2c0927");
setting.put(“is-default-vrr", false);
setting.put("vrr-number", "45678");
setting.put("vrr-id", id);
StringEntity input = new StringEntity(setting.toString());
request.setEntity(input);

Response:

A standard http Response with a status code
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Delete one VRR template

URL

https://[HOST:443/api/rest/vrrs/{Id}
Http Method: DELETE

Input
Type Key Mandatory value
Header Authorization  Yes "Bearer " + token received from login API
Path parameter Id Yes -

Output

A standard http Response
Example

Request:

String url = "https://" + server + "/api/rest/vrrs/" + id;
HttpDelete request = new HttpDelete(url);
request.setHeader("Authorization", "Bearer " + token); ...

Response:

A standard http Response with a status code

Facial Profile Tracking API
URL

https://HOST:443/apilrest/facial/events
Http Method: GET
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Input
Type Key Mandatory Value
Header Authorization  Yes "Bearer " + token received from login API
Accept Yes application/json
Profile 1d. At most 5 profile Ids with space
userld Yes
between
startDate No )
Event start date. Optional. dd-MM-yyyy
endDate No )
Parameter Event end date. Optional. dd-MM-yyyy
startindex No ) )
i Optional page index. Default O
pageSize No ) .
) Optional Page Size. Default 10
deviceName No ) )
Optional IP Camera Device Name
Output

JSON serialized notifications

Response

userld: captured event user profile Id in the recognition platform.

userName: captured event user name.

notificationld: internal captured event Id.

location: Device location info for captured event.

notificationScreenUrl: screen image URI. This image can be retrieved by the URL. (Prepend the

http://HOST/ to this URI)

deviceName: IP Camera Device Name.

startTime: captured event IN timestamp.

endTime: captured event OUT timestamp.

Example

204 OK with JSON serialized notifications return

"data": [
{

"notifications™: [

HARMAN Digital Transformation Solutions


http://host/

API Guide 4.2.5

"userld": "John",

"userName": "John",

"notificationld": "A94EBB44-1C8F-49A1-9EE2-E146DDF436DC",

"location™: "chengdu",

"notificationScreenUrl": "/safr/notification/images/screen/A94EBB44-1C8F-49A1-9EE2-
E146DDF436DC.png",

"deviceName": "Ezviz-chengdu",

"startTime": 1621243240108,

"endTime": 1621243243108

"userld": "John",

"userName": "John",

"notificationld"; "FA922BC1-4220-47FE-BB6D-DD3DA78FCCDD",

"location": null,

"notificationScreenUrl": "/safr/notification/images/screen/FA922BC1-4220-47FE-BB6D-
DD3DA78FCCDD.png",

"deviceName": "IP1-chengdu90",

"startTime"; 1621237637699,

"endTime": 1621237639309

1

"pageSize": 2,
"pagelndex": 0,
"totalCount": 88

204 No Content. Response indication message: No record matches for 'profile Id=mary

400 Bad Request. userld is a must parameter. 1-5 profile id(s), space between each. Alphanumeric or
" "underscore. Overall 1-128 characters.

401 Unauthorized.
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Push Stream Outbound to Social Media Platform

APl supports

Push Stream API

URL

https://HOST:443/apil/rest/stream/outbound/push/call/{callld}

Http Method: POST

Input
Type Key Mandatory Value
Authorization Yes "Bearer " + token received from login API
Header Accept Yes application/json
Content-Type Yes application/json

Body OutboundStreamingServer  Yes

Social Media Platform Push Streaming URL
details

Output

JSON serialized response
See ResponseDTO

See OutboundStreamingResponse

{
“"code","200",

"message":"ok",
"data": {
"source": {
"eventld": "live123",
"ip": "10.216.29.27",
"port": "1640",
"protocol": "rtmp",
"streamingName": "liveAbcname",
"appName": "live",
"mediaType": "mp4",
"streamingRate": "1024"
}

arget": {
"streamingUrl": "rtmp://server:
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b

"status": "started",

"sessionld": "123456878"

Response

code: http status code

message: detailed message info or error details for error.
data: real response data.

source: Streaming source detail info.

target: streaming destination. This is the same request input body. It is usually the social platform which
receives rtmp/rtsp stream data.

status: streaming status. It can be started or stopped
sessionld: internal streaming session

eventld: Media Suite live event Id

ip: Media Suite live stream source IP.

port: Media Suite live streaming port.

protocol: Media Suite live stream source protocol.
streamingName: Media Suite live streaming name.
appName: Media Suite live stream application name.
mediaType: Media Suite live streaming media file type.
streamingRate: Media Suite live streaming rate
streamingUrl: target URL for receiving streaming data from media suite

streamingKey: key for the streaming URL

Example

200 OK with JSON serialized response return
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{
"code","200",

"message":"ok",
"data": {
"source": {

"eventld": "livel23",
"ip": "10.216.29.27",
"port": "1640",
"protocol": "rtmp",
"streamingName": "liveAbcname",
"appName": "live",

"mediaType": "mp4",
"streamingRate": "1024"
}h
"target": {
"streamingUrl": "rtmp://server:port/live",
"streamingKey": "key"

H
"status": "started",
"sessionld": "123456878"

400 Bad Request.
401 Unauthorized.
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Stop Push Stream API

URL

4.2.5

https://HOST:443/apil/rest/stream/outbound/push/call/{callld}

Http Method: DELETE

Input
Type Key Mandatory value
Authorization  Yes "Bearer " + token received from login API
Header Accept Yes application/json
Content-Type  Yes application/json
Output

JSON serialized response
See ResponseDTO

See OutboundStreamingResponse

"code","200",

"message":"ok",

"data": {
"source": {

"protocol": "rtmp",
"streamingName": "liveAbchame”,
"appName": "live",
"mediaType™: "mp4",
"streamingRate": "1024"
b
"target™: {
"streamingUrl": "rtmp://server:port/live",

h
"status": "stopped",
"sessionld": "123456878"
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Response

code: http status code

message: detailed message info or error details for error.
data: real response data.

source: Streaming source detail info.

target: streaming destination. This is the same request input body. It is usually the social platform which
receives rtmp/rtsp stream data.

status: streaming status. It can be started or stopped
sessionld: internal streaming session

eventld: Media Suite live event Id

ip: Media Suite live stream source IP.

port: Media Suite live streaming port.

protocol: Media Suite live stream source protocol.
streamingName: Media Suite live streaming name.
appName: Media Suite live stream application name.
mediaType: Media Suite live streaming media file type.
streamingRate: Media Suite live streaming rate
streamingUrl: target URL for receiving streaming data from media suite

streamingKey: key for the streaming URL

Example

200 OK with JSON serialized response return
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{
"code","200",

"message":"ok",
"data": {
"source": {

"eventld": "livel23",
"ip": "10.216.29.27",
"port": "1640",
"protocol": "rtmp",
"streamingName": "liveAbcname",
"appName": "live",

"mediaType": "mp4",
"streamingRate": "1024"
}h
"target": {
"streamingUrl": "rtmp://server:port/live",
"streamingKey": "key"

Jie
"status": "stopped",
"sessionld": "123456878"

400 Bad Request.
401 Unauthorized.
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Logininfo
Root XML Tag: <logininfo>

Name Type Description
userName String user name
password String Password for user

PlcmLoginResult
Root XML Tag: <plcmLoginResult>

Name Type Description
user RestUser See RestUser object
token String Access token

sessionTimeout int

Access token expires in seconds

passwordStatus int

Password status

PlcmRecordinglnfoList

Name Type

Description

plcm-recording-

. List<PlcmRecordingInfo>
info

See definition of plcm-recording-info:plcm-
recording-info

PlcmRecordinglinfo

Name Type

Description

live-streaming- boolean

enabled

Whether enable live streaming.

encrypt-enabled  string

OFF, AES_128, AES_256

recording-status  string

RECORDING, IDLE, PAUSED, STOPPED,
FAILED

HARMAN Digital Transformation Solutions



API Guide

425

Name Type Description

recording-id string Identifier by recording.

recording-call- string CREATED, CHANGED, CONNECTED,

status STOPPED, CALLFAILED

recording-type string DIALOUT_CALL, DIALIN_CALL

address-type string ip, €164, h323ld, sip

target-address string Destination address of Endpoint or VMR.

wait-ack boolean If wait-ack is set to true, the result returns
when the recording call has been set up or
fail. If wait-ack is set to false, the result
returns immediately no matter whether the
call has been set up.

subject string Subject, which is input while dialing out the
recording.

vrr-id string Identifier of Virtual recording room template.

vrr-number string VRR number, which is set in Virtual recording
room template.

vrr-name string Display name of Virtual recording template.

audio-type string -

audio-bit-rate string Bit rate for audio, in kbps.

video-type String -

video-bit-rate String Bit rate for video, in kbps.

content-type String -

content-bit-rate  String Bit rate for content, in kbps.

e-tag String -

reference-id String Reference id used to integrate with third party
server.

pin-code String Pin specified in Recording Template used to

prevent the live streaming
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PlcmArchiveV3
Root XML Tag: < plcm-archive-v3>

425

Name Type Description

plcm-archive- PlcmArchiveFilegroup See definition of plcm-archive-filegroup

filegroup

archiveld String Identifier of archive.

displayName String A human-friendly name for archive entity,
which can be edited after archive is
generated.

owner string The owner of archive.

duration long The duration of the recording, in second.

quick-code string Quick Code use to quick access archive
while playing back. Start with 0 and 7 digits
for each archive.

pin-code string Pin code use to protect the archive

description string The description/explanation about the event,
which can be edited after archive generated.

keyword string The key words of the archive. It is used in
search function on portal.

archive- string The archive download path.

download-url

thumbnail- string The archive thumbnail download path.

download-url

eTag string eTag

ip string The dial in or dial out ip of the archive.

plcm-archive- PlcmArchiveRecordinginfo

recording-info

Some call information while generating the
archive.

play-URL string The URL to play the archive.

cover-URL string The download cover .jpg URL of the archive.
embed-play-url string Used to play VoD in other way.
is-downloadable boolean Identifier the archive can be download or not.
disable-rating boolean Disable archive rating

category-id string category id of the archive
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Name Type Description
channel-id List of string The all channel id of the archive
createTime dateTime -
updateTime dateTime -

PlcmArchiveV2
Root XML Tag: < plcm-archive-v2>

Name Type Description
plcm-archive- PlcmArchiveFilegroup See definition of plcm-archive-filegroup
filegroup
archiveld string Identifier of archive.
displayname string A human-friendly name for archive entity,

which can be edited after archive is
generated.
owner string The owner of archive.
duration long The duration of the recording, in second.
quick-code string Quick Code use to quick access archive

while playing back. Start with 0 and 7 digits
for each archive.

pin-code string Pin code use to protect the archive

description string The description/explanation about the event,
which can be edited after archive generated.

keyword string The key words are input after the archive is
ready. It is used in search function on portal.

archive- string The path of download the whole archive.
download-url

thumbnail- string The path of download the thumbnail of the
download-url archive.

eTag string eTag

ip string The dial in or dial out IP of the archive.
plcm-archive- PlcmArchiveRecordingIinfo ~ Some call information while generating the
recording-info archive.

play-url string The url to play the archive.
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Name Type Description
cover-url string The download cover .jpg url of the archive.
createTime dateTime -

RestArchive
Root XML Tag: < archive>

Name Type Description
archiveld String Archive Id
archiveName String Archive Name
createTime Long Creation time in milliseconds
keyWord String Key word of the archive
description String Description
displayName String Archive Display Name
duration int Video Duration in seconds
deviceld String Video stored device Id
mediaPath String Media Stored path in device
owner String Owner of the file
streamingStatus String Streaming available status. Online or offline
transcodingStatus  String Transcoding available status. Online or
offline
recordingStatus String Recording available status. Online or offline
archiveFiles List<RestArchiveFile> Please see RestArchiveFile
archiveFilesLengt int Video File size
h
videoType String Video Type
audioType String Audio Type
contentType String Content Type
updateTime long Last update time in milliseconds
contentType String Content Type
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Name

Type

Description

mediaSrcServerTy  String

pe

Media Server Type

archiveCoverURL

String

Archive Cover Path

PlcmEditMedia
Root XML Tag: < MEDIA_EDIT>

Name

Type

Description

BIBO_SET

PlcmEditMediaCut

See object PlcmEditMediaCut

OVERLAY_SET

List<PlcmEditMediaOverlaylte  See object

m>

PlcmEditMediaOverlayltem

IMAGE

Imagelnfo

See object Imagelnfo

PlcmEditMediaCut
Root XML Tag: <BIBO_SET>

Name

Type

Description

VideoLengthMilliSecon  long

Prototype video duration in

ds milliseconds
BIBOLines List< PlcmEditMediaCutltem>  See object
PlcmEditMediaCutltem

PlcmEditMediaOverlayltem
Root XML Tag: < ITEM>

Name Type Description

TEXT_LINES List<PlcmOverlayTextLinelte See Object PlcmOverlayTextLineltem

m>
st Long Start time in milliseconds
et Long End time in milliseconds

PlcmEditMediaCutltem
Root XML Tag: < BIBOLine>
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Name

Type

Description

StartTimeMilliSecon Long

ds

Cut start time in milliseconds

EndTimeMilliSecon

ds

Long

Cut end time in milliseconds

PlcmOverlayTextLineltem
Root XML Tag: < TEXT_LINE>

Name Type Description

txt String Text Line for edit

align int 0: topleft 1: topcenter 2: topright 3:
leftcenter 4: rightcenter 5: center
6:bottomleft 7:bottomcenter 8:bottomright
-1: None

posX int if align == -1, use posx and posy to set text
position. Axis X

posy int if align == -1, use posx and posy to set text
position. Axis Y

ftcolor String Text color. Format (0x000000 — Oxffffff).
oxXRGB.

bgcolor String Backgroud color. Format (0x000000 —
Oxffffff). oxRGB.

transparency int transparency 0 -100

font int font type, 0:default 1:xx 2:yy 3:zz, now only
use 0

ftsize int font size, -1:auto decide by resolution
0:small 1:middle 2:big 3:biggest

Imagelnfo
Root XML Tag: < IMAGE>
Name Type Description
st Long Video start time in
milliseconds for edit
et Long Video end time in

milliseconds for edit
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Name Type Description

size int Image size

width int Image width

Height Int Image height

fullname String Image fullname including
path

type string Image type. Now only
support JPG or JPEG

startX Int Start axis X position in the
video that image needs to
be embeded into

startY int Start axis Y position in the

video that image needs to
be embeded into

RestArchiveFile
Root XML Tag: < archiveFile>

Name Type Description

fileld string File Id
fileName string File Name
displayName string File Display Name
fileType string File Type. Values:

¢ RAW

o« WMV

e MP4

e MP3

¢ NEW_RAW

o M4A

e |ISM

¢ M3US8
createTime long Creation time in milliseconds
codec string Video/Audio Codec
resolution string Resolution of the video
frameRate int Frame Rate
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Name Type Description
bitRate int Byte Rate
layout string Layout type
flocate string File located path

transcodingStat  string Transcoding state of the file

e
archiveld string Archive Id
length int File size
videoType string Video Type
audioType string Audio Type
contentType string Content Type

contentFramerat int File Content Frame Rate

e

contentResolutio  String File Content resolution

n
duration int File Content duration in seconds
episode int File episode in the archive
inExternalServer boolean Is file in external server
isInPlayerSite boolean Is file in site

PlcmArchiveRecordinginfo

Root XML Tag: < PlcmArchiveRecordinginfo>

Name Type Description

callld string Identifier of the call, which is used to
reference the call.

vrrid string The identifier of VRR template.

audioType string The type of audio.

audio-bit-rate int Bit rate for audio, in kbps.

video-type string The type of video.

video-bit-rate int Bit rate for video, in kbps.

content-type string The type of content.
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Name Type Description
content-bit-rate int Bit rate for content, in kbps.
signalProtocol string h323 or sip
callAddressType string ip, €164, h323ld, h323common or sip;
callType string "DIALOUT_CALL" or "DIALIN_CALL"
vrrNumber int VRR number in VRR template.
Subject string The subject, which is set while invoke dial out

api.

PlcmArchiveFilegroup
Root XML Tag: < plcm-archive-filegroup>

Name Type Description
plcm-archive-file PlcmArchiveFile See definition of plcm-archive-file
type string RSSRAW, WMV, MP4, MP3, NEW_RAW,

M4A, ISM, M3U8

PlcmArchiveV3
Root XML Tag: < plcm-archive-v3>

Name Type Description
plcm-archive- PlcmArchiveFilegroup See definition of plcm-archive-filegroup
filegroup
archiveld String Identifier of archive.
displayName String A human-friendly name for archive entity,

which can be edited after archive is
generated.
owner string The owner of archive.
duration long The duration of the recording, in second.
quick-code string Quick Code use to quick access archive

while playing back. Start with 0 and 7 digits
for each archive.
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Name Type Description

pin-code string Pin code use to protect the archive

description string The description/explanation about the event,
which can be edited after archive generated.

keyword string The key words of the archive. It is used in
search function on portal.

archive- string The archive download path.

download-url

thumbnail- string The archive thumbnail download path.

download-url

eTag string eTag

ip string The dial in or dial out IP of the archive.

plcm-archive- PlcmArchiveRecordingIinfo ~ Some call information while generating the

recording-info

archive.

play-URL string The URL to play the archive.

cover-URL string The download cover .jpg URL of the archive.
embed-play-url  string Used to play VoD in other way.
is-downloadable boolean Identifier the archive can be download or not.
disable-rating boolean Disable archive rating

category-id string category id of the archive

channel-id List of string The all channel id of the archive

createTime dateTime -

updateTime dateTime -

PlcmArchiveV2

Root XML Tag: < plcm-archive-v2>

Name Type Description
plcm-archive- PlcmArchiveFilegroup See definition of plcm-archive-filegroup
filegroup
archiveld string Identifier of archive.
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Name Type Description
displayname string A human-friendly name for archive entity,
which can be edited after archive is
generated.
owner string The owner of archive.
duration long The duration of the recording, in second.
quick-code string Quick Code use to quick access archive

while playing back. Start with 0 and 7 digits
for each archive.

pin-code string Pin code use to protect the archive

description string The description/explanation about the event,
which can be edited after archive generated.

keyword string The key words are input after the archive is
ready. It is used in search function on portal.

archive- string The path of download the whole archive.
download-url

thumbnail- string The path of download the thumbnail of the
download-url archive.

eTag string eTag

ip string The dial in or dial out ip of the archive.
plcm-archive- PlcmArchiveRecordinginfo Some call information while generating the
recording-info archive.

play-url string The url to play the archive.

cover-url string The download cover .jpg url of the archive.
createTime dateTime -

RestArchive
Root XML Tag: < archive>

Name Type Description
archiveld String Archive Id
archiveName String Archive Name
createTime Long Creation time in milliseconds
keyWord String Key word of the archive
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Name Type Description
description String Description
displayName String Archive Display Name
duration int Video Duration in seconds
deviceld String Video stored device Id
mediaPath String Media Stored path in device
owner String Owner of the file
streamingStatus String Streaming available status. Online or offline
transcodingStatus  String Transcoding available status. Online or
offline
recordingStatus String Recording available status. Online or offline
archiveFiles List<RestArchiveFile> Please see RestArchiveFile
archiveFilesLengt int Video File size
h
videoType String Video Type
audioType String Audio Type
contentType String Content Type
updateTime long Last update time in milliseconds
contentType String Content Type
mediaSrcServerTy  String Media Server Type
pe
archiveCoverURL  String Archive Cover Path

PlcmEditMedia
Root XML Tag: < MEDIA_EDIT>

Name Type Description
BIBO_SET PlcmEditMediaCut See object PlcmEditMediaCut
OVERLAY_SET List<PlcmEditMediaOverlaylte = See object

m> PlcmEditMediaOverlayltem
IMAGE Imagelnfo See object Imagelnfo
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PlcmEditMediaCut
Root XML Tag: <BIBO_SET>

Name Type Description
VideoLengthMilliSecon  long Prototype video duration in
ds milliseconds
BIBOLines List< PlcmEditMediaCutltem>  See object

PlcmEditMediaCutltem

PlcmEditMediaOverlayltem
Root XML Tag: < ITEM>

Name Type Description

TEXT_LINES List<PlcmOverlayTextLinelte See Object PlcmOverlayTextLineltem

m>
st Long Start time in milliseconds
et Long End time in milliseconds

PlcmEditMediaCutltem
Root XML Tag: < BIBOLine>

Name Type Description
StartTimeMilliSecon Long Cut start time in milliseconds
ds

EndTimeMilliSecon  Long Cut end time in milliseconds
ds

PlcmOverlayTextLineltem
Root XML Tag: < TEXT_LINE>

Name Type Description
txt String Text Line for edit
align int 0: topleft 1: topcenter 2: topright 3:

leftcenter 4: rightcenter 5: center
6:bottomleft 7:bottomcenter 8:bottomright

-1: None
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Name Type Description
posXx int if align == -1, use posx and posy to set text
position. Axis X
posy int if align == -1, use posx and posy to set text
position. Axis Y
ftcolor String Text color. Format (0x000000 — Oxffffff).
0XRGB.
bgcolor String Backgroud color. Format (0x000000 —
Oxffffff). oxRGB.
transparency int transparency 0 -100
font int font type, O:default 1:xx 2:yy 3:zz, now only
use 0
ftsize int font size, -1:auto decide by resolution
0:small 1:middle 2:big 3:biggest
Imagelnfo
Root XML Tag: < IMAGE>
Name Type Description
st Long Video start time in
milliseconds for edit
et Long Video end time in
milliseconds for edit
size int Image size
width int Image width
Height Int Image height
fullname String Image fullname including
path
type string Image type. Now only
support JPG or JPEG
startX Int Start axis X position in the
video that image needs to
be embeded into
startY int Start axis Y position in the

video that image needs to
be embeded into
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RestArchiveFile
Root XML Tag: < archiveFile>

Name Type Description
fileld string File Id
fileName string File Name
displayName string File Display Name
fileType string File Type. Values:
e RAW
o WMV
e MP4
e MP3
¢ NEW_RAW
o M4A
e ISM
e M3US8
createTime long Creation time in milliseconds
codec string Video/Audio Codec
resolution string Resolution of the video
frameRate int Frame Rate
bitRate int Byte Rate
layout string Layout type
flocate string File located path
transcodingStat  string Transcoding state of the file
e
archiveld string Archive Id
length int File size
videoType string Video Type
audioType string Audio Type
contentType string Content Type
contentFramerat  int File Content Frame Rate
e
contentResolutio  String File Content resolution
n
duration int File Content duration in seconds
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Name Type

Description

episode int

File episode in the archive

inExternalServer boolean

Is file in external server

isInPlayerSite boolean

Is file in site

PlcmArchiveRecordinglinfo

Root XML Tag: < PlcmArchiveRecordinginfo>

Name Type Description
callld string Identifier of the call, which is used to
reference the call.
vrrid string The identifier of VRR template.
audioType string The type of audio.
audio-bit-rate int Bit rate for audio, in kbps.
video-type string The type of video.
video-bit-rate int Bit rate for video, in kbps.
content-type string The type of content.
content-bit-rate int Bit rate for content, in kbps.
signalProtocol string h323 or sip

callAddressType  string

ip, €164, h323Id, h323common or sip;

callType string "DIALOUT_CALL" or "DIALIN_CALL"
vrrNumber int VRR number in VRR template.
subject string The subject, which is set while invoke dial out

api.

PlcmArchiveFilegroup

Root XML Tag: < plcm-archive-filegroup>

Name Type

Description

plcm-archive-file PlcmArchiveFile

See definition of plcm-archive-file
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Name Type Description

type string RSSRAW, WMV, MP4, MP3, NEW_RAW,
M4A, ISM, M3U8

PlcmArchiveFile
Root XML Tag: < plcm-archive-file>

Name Type Description

archiveFileld String Identifier of archive file.

displayName String A human-friendly name for archive file.

Size Long Size of archive file.

fileType String RAW, WMV, MP4, MP3, NEW_RAW, M4A,
ISM, M3U8

resolution String -

frame-rate Int -

aspect-ratio String _0x0, _4x3, _16x9;

bit-rate Int Bit rate for call of generating the archive file, in
kbps.

video-type String -

audio-type String -

content-type String -

content-frame- Int -

rate

content- String -

resolution

layout String DUAL_WINDOW,SMALL_SIZE CONTENT,M
EDIUM_SIZE_CONTENT,LARGE_SIZE_CON
TENT,PEOPLE_ONLY,SWITCH_CONTENT,M
EDIUM_SIZE_CONTENT_LEFT

duration Int Duration of recording to generate the archive,
in second.

episode String -
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Name Type Description
archive-file- String The archive file download path.
download-url

PlcmReportArchivelnfo

Root XML Tag: < plcm-content-archive-info>

Name Type Description
createTime dateTime
start-call-time dateTime

PlcmStreamingdetailList

Name Type Description

plcm-streaming  List<RestStreaming See definition of plcm-streaming

Root XML Tag: <
streaming>>

RestUser
Root XML Tag: <user>
Name Type Description
userld String User Id
fullName String Full Name
role Role User role:
e ADMIN
e USER
e API
e AUDITOR
e OAUTH
e LOGIN
e GUEST
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Name Type Description

status String User status:

e ACTIVE

LOCKED

e DISABLED
isOnline boolean Is USER Online
description String User description
loginName String Login user name
createTime long User create time in milliseconds

passwordUPTime long

Pasword expire time in milliseconds

emalil String Email address for the user
userType User Type Local or AD user
group RestGroup User Group

PlcmArchiveListV3

Root XML Tag: < plcm-archive-list-v3>

425

Name Type

Description

plcm-archive-v3  List<PlcmArchiveV3>

See definition of plcm-archive-v3

plcm-count Int The count of archives
plcm-page- Int Current page index
index

plcm-page-size  Int

PlcmArchiveV3
Root XML Tag: < plcm-archive-v3>

Name Type Description
plcm-archive- PlcmArchiveFilegroup See definition of plcm-archive-filegroup
filegroup
archiveld String Identifier of archive.
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Name Type Description

displayName String A human-friendly name for archive entity,
which can be edited after archive is
generated.

owner string The owner of archive.

duration long The duration of the recording, in second.

quick-code string Quick Code use to quick access archive
while playing back. Start with 0 and 7 digits
for each archive.

pin-code string Pin code use to protect the archive

description string The description/explanation about the event,
which can be edited after archive generated.

keyword string The key words of the archive. It is used in
search function on portal.

archive- string The archive download path.

download-url

thumbnail- string The archive thumbnail download path.

download-url

eTag string eTag

ip string The dial in or dial out ip of the archive.

plcm-archive- PlcmArchiveRecordinginfo Some call information while generating the

recording-info

archive.

play-URL string The url to play the archive.

cover-URL string The download cover .jpg url of the archive.
embed-play-url  string Used to play vod in other way.
is-downloadable boolean Identifier the archive can be download or not.
disable-rating boolean Disable archive rating

category-id string category id of the archive

channel-id List of string The all channel id of the archive

createTime dateTime -

updateTime dateTime -
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PlcmArchiveV2
Root XML Tag: < plcm-archive-v2>

425

Name Type Description

plcm-archive- PlcmArchiveFilegroup See definition of plcm-archive-filegroup

filegroup

archiveld string Identifier of archive.

displayname string A human-friendly name for archive entity,
which can be edited after archive is
generated.

owner string The owner of archive.

duration long The duration of the recording, in second.

quick-code string Quick Code use to quick access archive
while playing back. Start with 0 and 7 digits
for each archive.

pin-code string Pin code use to protect the archive

description string The description/explanation about the event,
which can be edited after archive generated.

keyword string The key words are input after the archive is
ready. It is used in search function on portal.

archive- string The path of download the whole archive.

download-url

thumbnail- string The path of download the thumbnail of the

download-url archive.

eTag string eTag

ip string The dial in or dial out ip of the archive.

plcm-archive- PlcmArchiveRecordingInfo

recording-info

Some call information while generating the
archive.

play-url string The url to play the archive.
cover-url string The download cover .jpg url of the archive.
createTime dateTime -

RestArchive
Root XML Tag: < archive>

HARMAN Digital Transformation Solutions



API Guide

425

Name Type Description

archiveld String Archive Id

archiveName String Archive Name

createTime Long Creation time in milliseconds

keyWord String Key word of the archive

description String Description

displayName String Archive Display Name

duration int Video Duration in seconds

deviceld String Video stored device Id

mediaPath String Media Stored path in device

owner String Owner of the file

streamingStatus String Streaming available status. Online or
offline

transcodingStatus String Transcoding available status. Online or
offline

recordingStatus String Recording available status. Online or
offline

archiveFiles List<RestArchiveFile> Please see RestArchiveFile

archiveFilesLength int Video File size

videoType String Video Type

audioType String Audio Type

contentType String Content Type

updateTime long Last update time in milliseconds

contentType String Content Type

mediaSrcServerType String Media Server Type

archiveCoverURL String

Archive Cover Path

PlcmEditMedia
Root XML Tag: < MEDIA_EDIT>
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Name Type Description
BIBO_SET PlcmEditMediaCut See object PlcmEditMediaCut
OVERLAY_SET List<PIcmEditMediaOverlayltem> See object
PlcmEditMediaOverlayltem
IMAGE Imagelnfo See object Imagelnfo

PlcmEditMediaCut
Root XML Tag: <BIBO_SET>
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Name Type Description
VideoLengthMilliSeconds long Prototype video duration in
milliseconds
BIBOLines List< PlcmEditMediaCutltem> See object
PlcmEditMediaCutltem
PlcmEditMediaOverlayltem
Root XML Tag: < ITEM>
Name Type Description

TEXT_LINES List<PlcmOverlayTextLineltem>

See Object PlcmOverlayTextLineltem

st Long

Start time in milliseconds

et Long

End time in milliseconds

PlcmEditMediaCutltem
Root XML Tag: < BIBOLine>

Name Type

Description

StartTimeMilliSeconds Long

Cut start time in milliseconds

EndTimeMilliSeconds Long

Cut end time in milliseconds

PlcmOverlayTextLineltem
Root XML Tag: < TEXT_LINE>

Name Type

Description

txt String

Text Line for edit
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Name Type Description
align int 0: topleft 1: topcenter 2: topright 3:
leftcenter 4: rightcenter 5: center
6:bottomleft 7:bottomcenter 8:bottomright
-1: None
posx int if align == -1, use posx and posy to set text
position. Axis X
posy int if align == -1, use posx and posy to set text
position. Axis Y
ftcolor String Text color. Format (0x000000 — Oxffffff).
0XRGB.
bgcolor String Backgroud color. Format (0x000000 —
Oxffffff). oxRGB.
transparency int transparency 0 -100
font int font type, O0:default 1:xx 2:yy 3:zz, now only
use 0
ftsize int font size, -1:auto decide by resolution
0:small 1:middle 2:big 3:biggest
Imagelnfo
Root XML Tag: < IMAGE>
Name Type Description
st Long Video start time in milliseconds
for edit
et Long Video end time in milliseconds
for edit
size int Image size
width int Image width
Height Int Image height
fullname String Image fullname including path
type string Image type. Now only support
JPG or JPEG
startX Int Start axis X position in the video

that image needs to be
embeded into
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Name Type Description
startY int Start axis Y position in the video

that image needs to be

embeded into

RestArchiveFile
Root XML Tag: < archiveFile>

Name Type Description
fileld string File Id
fileName string File Name
displayName string File Display Name
fileType string File Type. Values:
o RAW
o WMV
e MP4
e MP3
¢ NEW_RAW
o M4A
e ISM
e M3US8
createTime long Creation time in milliseconds
codec string Video/Audio Codec
resolution string Resolution of the video
frameRate int Frame Rate
bitRate int Byte Rate
layout string Layout type
flocate string File located path
transcodingState  string Transcoding state of the file
archiveld string Archive Id
length int File size
videoType string Video Type
audioType string Audio Type
contentType string Content Type
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Name Type Description
contentFramerate int File Content Frame Rate
contentResolution  String File Content resolution
duration int File Content duration in seconds
episode int File episode in the archive
inExternalServer  boolean Is file in external server
isIinPlayerSite boolean Is file in site

PlcmArchiveRecordinglinfo

Root XML Tag: < PlcmArchiveRecordinginfo>

Name Type Description

callld string Identifier of the call, which is used to
reference the call.

vrrid string The identifier of VRR template.

audioType string The type of audio.

audio-bit-rate int Bit rate for audio, in kbps.

video-type string The type of video.

video-bit-rate int Bit rate for video, in kbps.

content-type string The type of content.

content-bit-rate int Bit rate for content, in kbps.

signalProtocol string h323 or sip

callAddressType string ip, €164, h323Id, h323common or sip;

callType string "DIALOUT_CALL" or "DIALIN_CALL"

vrrNumber int VRR number in VRR template.

subject string The subject, which is set while invoke dial out

api.

PlcmArchiveFilegroup

Root XML Tag: < plcm-archive-filegroup>
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Name Type Description
plcm-archive-file PlcmArchiveFile See definition of plcm-archive-file:plcm-
archive-file
type string RSSRAW, WMV, MP4, MP3, NEW_RAW,

M4A, ISM, M3U8

PlcmArchiveFile
Root XML Tag: < plcm-archive-file>

Name Type Description

archiveFileld string Identifier of archive file.

displayName string A human-friendly name for archive file.

size long Size of archive file.

fileType string RAW,WMV,MP4,MP3,NEW_RAW,M4A,ISM,M
3u8

resolution string -

frame-rate int -

aspect-ratio string _0x0, _4x3, _16x9;

bit-rate int Bit rate for call of generating the archive file, in
kbps.

video-type string -

audio-type string -

content-type string -

content-frame- int -

rate

content- string -

resolution

layout string DUAL_WINDOW,SMALL_SIZE CONTENT,M
EDIUM_SIZE_CONTENT,LARGE_SIZE_CON
TENT,PEOPLE_ONLY,SWITCH_CONTENT,M
EDIUM_SIZE_CONTENT_LEFT

duration int Duration of recording to generate the archive,

in second.
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Name Type Description
episode string -
archive-file- string The archive file download path.
download-url
PlcmReportArchivelnfo
Root XML Tag: < plcm-content-archive-info>
Name Type Description
createTime dateTime
start-call-time dateTime
RestStreaming
Root XML Tag: < streaming>
Name Type Description
streamingName String Streaming Name
callld String Call Id
callName String Call Name
vrrid String VRR template ID
vrrNumber string VRR Template number
streamingDetails List<RestStreamingDetail> See RestStreamingDetall

RestStreamingDetail
Root XML Tag: < streamingDetail>

Name Type Description
bitRate int Bit rate of the video
videoWidth int Video width
videoHeight int Video height
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Name Type Description

mediaType FileType Values: RAW, WMV, MP4, MP3,
NEW_RAW, M4A, ISM, M3U8

videoFramerate int Video Frame rate
contentFramerate int Content frame rate
contentWidth Int Content Width
contentHeight int Content Height
layoutType LayoutType Lay out type

streamingUrls

List< RestStreamingUrl>

See RestStreamingUrl

RestStreamingUrl

Root XML Tag: < streamingUrI>
Name Type Description
streamingServerPort int streaming server port

streamingServerAddress  string streaming server address
streamingUrl string streaming vod url
streamingProtocol string streaming protocol:

e SSTR

e AHLS

e RTSP

e RTMP

e HDS

e MMS
isExternalServer boolean Is streaming from external server
addressType string IP address type

e ipvd
e ipv6
nat
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Name

Type

Description

serverType

string

Server Type

iis

wowza

polycom

wowzacdn

akamai
windowsmediaserver

serverld

string

Internal server Id

type

string

Streaming type:
Unicast or multicast

PlcmReportArchivelnfo

Root XML Tag: < plcm-content-archive-info>

Name Type Description
archiveld String Archive Id
views int Times the video being viewed
likes int Times the video being liked
dislikes int Disliked times
totalDuration long Total played duration
timeAverage double Average duation during each view
archiveCoverURL String Archive Cover URL
displayName String Archive Display name
farEndAddress String Archive call far end address
duration long Video duration
createTime long Archive create time
vrrNumber String VRR template number
PlcmCommonresult

Name Type Description

value string Simple value
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Name

Type

Description

plcm-live-event

List<PlcmLiveEvent>

See Definition of plcm-live-event

plcm-count int The count of live event
plcm-page- int Current page index
index

plcm-page-size  int -

PlcmLiveEvent

Name Type Description

live-event-id string Identifier of plcm-live-event.

displayname string A human-friendly name for webcast entity

creator string Identifier who create the webcast

creator-fullname  string The full name of the creator of the webcast.

event-type string -

far-end-address  string The far end address of the webcast

signaling-type string -

vrr-name string Identifier of the VRR template

duration long The duration of the recording, in second.

description string The description/explanation about the live-
event, which can be edited after live-event
generated.

is-public boolean Identifier the live-event is public or not

recording-status  string The status of the recording: idle,
START_RECORDING,
PAUSE_RECORDING, ERROR etc.

status String The status of the event: created, connected,
stopped, pasted.

call-id String Identifier of the live-event

archive-id String Identifier of archive which is generated by

the live-event.
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Name Type Description
live-streaming- String The layout of the live streaming:
layout DUAL_WINDOW,SMALL_SIZE_CONTENT,

MEDIUM_SIZE_CONTENT,LARGE_SIZE_C
ONTENT,PEOPLE_ONLY,SWITCH_CONTE
NT,CONTENT_ONLY,MEDIUM_SIZE_CON

TENT_LEFT.

conference- String The layout of the conference:

layout LAYOUT_TYPE_AUTO,LAYOUT_TYPE_1X
1,LAYOUT _TYPE_1X2,LAYOUT _TYPE_LE
CTURE.

enable- Boolean Identifier to recording or not for live-event

recording

call-setting- String The source of the call setting:

source DEFAULT,VCM.

auto-recording Boolean Identifier to auto-recording or not for live-
event

enable-ganda Boolean Identifier to ganda or not for live-event

auto-start Boolean Identifier to auto-start the live-event or not

auto-end Boolean Identifier to auto-end the live-event or not

category-name String The category name of the live-event

prelink-url String The prelink-url of the live-event

embed-code String The embed code for other place to play the
live-event

startTime dateTime -

endTime dateTime -

planned- dateTime -

startTime

planned- dateTime -

endTime

PlcmChannelList
Name Type Description

plcm-channel List<PlcmChannel> See Definition of PlcmChannel

plcm-count int The count of channels

plcm-page-index Integer the current page index of the result

plcm-page-size Integer the current page size
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Name Type Description
channel-id String The channel’s Id
name String The channel’s name
description String
isPublic boolean Is the channel public or private
owner String The owner Id of the channel
. The owner’s name of the

ownerName String

channel
members List<PlcmContributor> The USErs of Fhe channel that

could view this channel

The users of the channel that
contributors List<PlcmContributor>  could add archives to this

channel

Whether the channel archive’s
needModerated boolean adding or removing needs

approval

The first archive’s id of the
firstArchiveld String channel, this archive shall be

displayed for this channel view

firstArchiveThumbnailURL  String

The first archive’s thumbnail of
the channel

viewCount long

The count that this channel is
viewed

subscriptionCount long

The count that this channel is
subscribed

contentCount long

The count of all the archives of
this channel that is not
rejected

availableContentCount long

The count of all the archives
that could be viewed (had
been approved)

approvedArchiveCount int

The count of the archives that
are processed (rejected or
approved)

approvingArchiveCount int

The count of the archives that
needs to be approved

PlcmContributor

Name Type Description
id String
contributorld String The user login name
group boolean The group of the user
name String The user’'s name
domain String The domain of the user
fullName String The user’s full name
description String
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The email address of the user

PlcmTranscodingTemplateList

Name Type

Description

plcm- PlcmTranscodingTemplate

transcoding-
template

See Definition of plcm-transcoding-
template:plcm-transcoding-template

PlcmTranscodingTemplate

Name Type

Description

template-id string

Identifier of transcoding-template template.

template-name string

plcm- PlcmTranscodingFormat
transcoding-
format

plcm-thumbnail-  PlcmThumbnailFormat

format

external-server-  string
id

Identifier of external server, which is used to
specify external server to transfer the target
file after transcoding finished.

PlcmThumbnailFormat

Name Type

Description

thumbnail- int
height

thumbnail-width  int

interval int Interval to generate thumbnail.
dupe-remove string Remove duplicate thumbnail.
startTime dateTime -

endTime dateTime -
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Name Type Description

targetLocation string The location of the media file will be
transferred after transcoding finished

target-format string Value must be one of:

RAW
WMV
MP4
MP3
M4A
ISM
M3U8

frame-rate int Frame rate of the target transcoded file.
Accept value from 0-30

bit-rate int Bit rate for video, in kbps. Accepted value
from 0 to 4096.

resolution string Value must be one of:

RESOLUTION_1280x720P
RESOLUTION_480x360
RESOLUTION_CIF4
RESOLUTION_HHRVGA
RESOLUTION_SVGA
RESOLUTION_VGA
RESOLUTION_VGA_DIV4
RESOLUTION_SQCIF
RESOLUTION_QCIF
RESOLUTION_CIF
RESOLUTION_1920x1080P
RESOLUTION_480x270
RESOLUTION_640x360
RESOLUTION_1024x768

aspect-ratio string Value must be one of:

e 0Ox0
o 4x3
e 16x9

codec string Value must be one of:

H261
H263
H263p
H264
VC1

HARMAN Digital Transformation Solutions



API Guide 425

Name Description

Type

layout string Value must be one of:

DUAL_WINDOW
SMALL_SIZE_CONTENT
MEDIUM_SIZE_CONTENT
LARGE_SIZE_CONTENT
PEOPLE_ONLY
SWITCH_CONTENT
MEDIUM_SIZE_CONTENT_LEFT

enable-time- boolean

code

Add a time code while transcoding.

audio-only boolean Is audio only or not

PlcmRecordingTemplateList

Name

Type Description

plcm-recording-
template

PlcmRecordingTemplate See definition of plcm-recording-template

PlcmRecordingTemplate

Name Type Description
template-id string Identifier of recording template.
template-name string Name of recording template.

plcm-general- PlcmGeneralSetting -
setting
plecm-quality- PlcmQualitySetting -
setting

plcm-indications-  PlcmindicationsSetting -

setting

plcm-live- PlcmLiveStreamingFormatList -

streaming-

format-list

is-default- boolean Is a default recording template or not.
template

e-tag string -

multicast-setting ~ MulticastSetting -
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Name Type Description
conference- string Specify the recording layout of conference.
layout Value must be one of:

LAYOUT_TYPE_AUTO
LAYOUT _TYPE_1X1
LAYOUT _TYPE_1X2
LAYOUT _TYPE_LECTURE

MulticastSetting

Name Type

Description

enable-setting boolean

ttl string

TTL_1: Local network, TTL_32: Intranet,
TTL_64: Internet, TTL_128: Intra continent,
TTL_255: Internet, inter continent

Value must be one of:

TTL 1
TTL_32
TTL_64
TTL_128
TTL_255
TTL_AUTO

PlcmLiveStreamingFormatList

Name Type

Description

plcm-live-streaming-  PlcmLiveStreamingFormat

format

See definition of plcm-live-streaming-
format

PlcmIndicationsSetting

Name Type Description
enableCountDown boolean Enable Count-down timer.
recording-tone int The recording tone is to notify the

participants of the ongoing recording.

enableRecordingAnnouncement boolean

Enable in-band recording announcement.
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Name Type

Description

max-resolution string

Value must be one of:

RESOLUTION_1280x720P
RESOLUTION_CIF4
RESOLUTION_CIF
RESOLUTION_1920x1080P

PlcmGeneralSetting

Name Type Description
max-call-rate string Maximum call rate, which specify the
maximum bandwidth that can be used by
recording client, connect to recording server.
enable-LPR boolean Specify whether to enable LPR.
aes-option string Media Encryption setting, which specify how
encryption applies to the calls using this
template.
Value must be one of:
e ON
e VIDEO-ONLY
e AUTO
e OFF
key-frame-interval int -
audio-only boolean Only audio call will be recorded.
auto-recording boolean Start recording immediately while recording
call set up.
live-streaming-only boolean Live only, not record it.
recording-max-call-length int The max hours allow to recording.
streaming-max-call-length int The max hours allow to streaming.
enable-filename-prefix boolean Enable the function of setting the prefix of
recording file name.
file-prefix string Prefix of recording file if enable file prefix is

true.
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Name Type Description
streaming-id string Identifier of streaming.
type string Value must be one of:
e RAW
o WMV
e MP4
e MP3
e NEW_RAW
o MA4A
e ISM
e M3US8
rate int Streaming rate
layout string Value must be one of:
e DUAL_WINDOW
e SMALL_SIZE_CONTENT
e MEDIUM_SIZE_CONTENT
e LARGE_SIZE_CONTENT
e PEOPLE_ONLY
e SWITCH_CONTENT
e MEDIUM_SIZE_CONTENT_LEFT
is-high-profile boolean Enable high profile.
PlcmVrrList
Name Type Description
plcm-vrr PlemVrr See definition of plcm-vrr
PlemVrr
Name Type Description
vrr-id string Identifier of VRR template.
vrr-name string Unique name of VRR template.
description string Description of VRR template.
is-default-vrr boolean Is a default VRR template or not.
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Name Type Description
vrr-number string VRR number of VRR template.
recording-template-id string Identifier of recording template.
transcoding-template-id- string List of identifier of transcoding template.
lists
pin-code string Pin code use to protect the archive while

is recorded by this VRR template.

plcm- PlcmLivestreamingdi -

LiveStreamingDistribution-
list

stributionList

email

string

Send email to the specify email address
while call set up successfully.

eTag

string

PlcmLivestreamingdistributionList

Name Type Description
plcm-live- PlcmLiveStreamingDistribution See definition of plcm-live-streaming-
streaming- distribution
distribution

PlcmLiveStreamingDistribution

Name Type Description
application-name string -
publish-point string -
external-server-id string Identifier of external server.
streaming-id string Streaming id generated in recording

template for each live streaming. Must
be unique value.
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QueryFilter
Root XML Tag: < plcm-queryfilter>
Name Type Description
operandl QueryFilter A query filter condition
operand2 QueryFilter A query filter condition
key string The key for the filter
value string The value for the filter that is mapped to the
key
embed boolean Is the filter embedded or not
oper string value must be one of:

Equals
Like
Greater
Less
And

Or

OutboundStreamingServer

Name Type Description
streamingUrl String rtmp url for inbound stream data.
streamingKey String Optional stream key for differentiating

streaming url

OutboundStreamingResponse

Name Type Description
source StreamingSource Live streaming source.
target OutboundStreamingDestination  Outbound streaming target
status String Push stream status. Could be
starting,started,stopped
sessionld String Push streaming session id
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Name Type Description
eventld String Live streaming event id.
ip String Outbound streaming source ip
port String Outbound streaming source port
protocol String Push streaming protocol. RTMP/RTSP.
streamingName String Live streaming name
appName String Application name. For Example: live
mediaType String Media file type. For example mp4.
streamingRate String Live Streaming rate. For example: 1024

OutboundStreamingDestination

Name Type Description
streamingUrl String Social platform push stream Url. Mandatory
streamingKey String Social platform push stream key. Optional
ResponseDTO
Name Type Description
code String http status code
message String Additional message or error details.
data Object Concrete API response data. It is response

data wrapper
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